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ABSTRACT 

The commercial success of Android app markets such as Google Play and the incentive model they offer to 

popular apps, make them appealing targets for false and malicious behaviors. Some fraudulent developers 

deceptively boost the search rank and popularity of their apps (e.g., through fake reviews and bogus installation 

counts), while malicious developers use app markets as a launch pad for their malware. Proliferation. To 

identify malware, previous work has focused on app executable and permission analysis . In this paper, we 

introduce FairPlay, a novel system that discovers and leverages traces left behind by fraudsters, to detect both 

malware and apps subjected to search rank fraud. FairPlay correlates review activities and uniquely combines 

detected review relations with linguistic and behavioral signals gleaned from Google Play app data (87K apps, 

2.9M reviews, and 2.4M reviewers, collected over half a year), in order to identify suspicious apps. FairPlay 

achieves over 95% accuracy in classifying gold standard datasets of malware, fraudulent and legitimate apps. 

We show that 75% of the identified malware apps engage in search rank fraud. FairPlay discovers hundreds of 

fraudulent apps that currently evade Google Bouncer’s detection technology. FairPlay also  helped the discovery 

of more than 1,000 reviews, reported for 193 apps that reveal a new type of “coercive” review campaign: users 

are harassed into writing positive reviews, and install and review other apps.  
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INTRODUCTION 

The commercial success of Android app 

markets such as Google Play and the incentive 

model they offer to popular apps, make them 

appealing targets for fraudulent and malicious 

behaviors. Some fraudulent developers deceptively 

boost the search rank and popularity of their apps 

(e.g., through fake reviews and bogus installation 

counts), while malicious developers use app 

markets as a launch pad for their malware. The 

motivation for such behaviors is impact: app 

popularity surges translate into financial benefits 

and expedited malware proliferation. Fraudulent 

developers frequently exploit crowdsourcing sites 

(e.g., Freelancer, Fiverr, BestApp Promotion) to 

hire teams of willing workers to commit fraud 

collectively, emulating realistic, spontaneous 

activities from unrelated people (i.e., 

“crowdturfing”). We call this behavior “search rank 

fraud”. In addition, the efforts of Android markets 

to identify and remove malware are not always 

successful. For instance, Google Play uses the 

Bouncer system to remove malware. However, out 

of the 7, 756 Google Play apps we analyzed using 

Virus Total, 12% (948) were flagged by at least one 

anti-virus tool and 2% (150) were identified as 

malware by at least 10 tools. Previous mobile 

malware detection work has focused on dynamic 

analysis of app executables as well as static 

analysis of code and permissions. However, recent 

Android malware analysis revealed that malware 

evolves quickly to bypass anti-virus tools 
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RELATED WORK 

The feasibility of the project is analyzed in this 

phase and business proposal is put forth with a very 

general plan for the project and some cost 

estimates. During system analysis the feasibility 

study of the proposed system is to be carried out. 

This is to ensure that the proposed system is not a 

burden to the company.  For feasibility analysis, 

some understanding of the major requirements for 

the system is essential. 

Three key considerations involved in the feasibility 

analysis are  

 ECONOMICAL FEASIBILITY 

 TECHNICAL FEASIBILITY 

 SOCIAL FEASIBILITY 

Economical feasibility 

This study is carried out to check the economic 

impact that the system will have on the 

organization. The amount of fund that the company 

can pour into the research and development of the 

system is limited. The expenditures must be 

justified. Thus the developed system as well within 

the budget and this was achieved because most of 

the technologies used are freely available. Only the 

customized products had to be purchased.  

Technical feasibility         

This study is carried out to check the technical 

feasibility, that is, the technical requirements of the 

system. Any system developed must not have a 

high demand on the available technical resources. 

This will lead to high demands on the available 

technical resources. This will lead to high demands 

being placed on the client. The developed system 

must have a modest requirement, as only minimal 

or null changes are required for implementing this 

system.    

Social feasibility    

The aspect of study is to check the level of 

acceptance of the system by the user. This includes 

the process of training the user to use the system 

efficiently. The user must not feel threatened by the 

system, instead must accept it as a necessity. The 

level of acceptance by the users solely depends on 

the methods that are employed to educate the user 

about the system and to make him familiar with it. 

His level of confidence must be raised so that he is 

also able to make some constructive criticism, 

which is welcomed, as he is the final user of the 

system. 

Existing system 

The efforts of Android markets to identify and 

remove malware are not always successful. For 

instance, Google Play uses the Bouncer system to 

remove malware. Previous mobile malware 

detection work has focused on dynamic analysis of 

app executables as well as static analysis of code 

and permissions. However, recent Android malware 

analysis revealed that malware evolves quickly to 

bypass anti-virus tools. 

Disadvantages 

 Can’t detect genuine reviews. 

 Can’t identify fraud users and malware 

indicators. 

 Time taking process with executing app and 

analysis of code permission methods. 

Proposed system 

In this, we introduce FairPlay, a novel system 

that discovers and leverages traces left behind by 

fraudsters, to detect both malware and apps 

subjected to search rank fraud. FairPlay correlates 

review activities and uniquely combines detected 

review relations with syntactical and behavioral 

signals gleaned from Google Play app data, in order 

to identify doubtful apps. FairPlay achieves over 

95% accuracy in classifying gold standard datasets 

of malware, fraudulent and rightful apps. We show 

that 75% of the identified malware apps engage in 

search rank fraud. FairPlay discovers hundreds of 

fraudulent apps that currently evade Google 

Bouncer’s detection technology. FairPlay also 

helped the discovery of more than 1,000 reviews, 

reported for 193 apps that reveal a new type of 

forceful review operation. Malicious acts by 

picking out such trails. For instance, the high cost 

of setting up valid Google Play accounts forces 

fraudsters to reuse their accounts across review 

writing jobs, making them likely to review more 

apps in common than regular users. Resource 

constraints can compel fraudsters to post reviews 

within short time intervals. 

Advantages 

 Can detect genuine reviews 
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 Can identify fraud users and malware 

indicators. 

 Identifies forceful reviews operation. 

 

Architecture diagram 

 

 
 

 

CONCLUSION 

We have introduced FairPlay, a system to detect 

both fraudulent and malware Google Play apps. 

Our experiments on a newly contributed 

longitudinal app dataset have shown that a high 

percentage of malware is involved in search rank 

fraud; both are accurately identified by FairPlay. In 

addition, we showed FairPlay’s ability to discover 

hundreds of apps that evade Google Play’s 

detection technology, including a new type of 

coercive fraud attack. 
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