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ABSTRACT 

Personal health record (PHR) is an rising patient-centric model of health info exchange, that is usually out sourced 

to be hold on within the third party, like cloud suppliers. However there are wide privacy issues as personal health 

info might be exposed to those third party servers and to unauthorized parties. Issues like risk of privacy exposure 

measurability in key management, versatile access and economical user revocation, have remained the foremost 

necessary challenges towards achieving fine-grained, cryptographically enforced knowledge access management. In 

this paper, we tend to propose a completely unique patient central framework and a collection of mechanisms for 

knowledge access management to PHRs hold on in semi-trusted servers. to attain fine-grained and ascendible 

knowledge access management for PHRs, we tend to leverage attribute-based encoding (ABE) techniques to 

encipher every patient's PHR file 

Keywords: Personal Health Record (PHR), Attribute primarily based cryptography (ABE), Fine-grained 

knowledge Access management, Break- glass,  pudding – public. 

 

INTRODUCTION 

In recent years, personal health record (PHR) 

has emerged as a patient-centric model of health 

data exchange. A PHR service permits a patient to 

make, manage, and management her personal 

health knowledge in one place through the net, that 

has created the storage, retrieval and sharing of the 

medical data a lot of economical. A possible and 

promising approach would be to inscribe the 

information before outsourcing. The complexities 

per secret writing, key generation and decoding 

square measure solely linear with the amount of 

attributes concerned. Especially, every patient is 

secure the total management of her medical records 

and might share her health knowledge with a large 

vary of users, together with tending suppliers, 

relations or friends 

 Because of the high value of building and 

maintaining specialised knowledge centers, several 

PHR services area unit outsourced to or provided 

by third- party service suppliers, as an example, 

Microsoft HealthVault1. Recently, architectures of 

storing PHRs in cloud computing are planned in 

While it's exciting to possess convenient PHR 

services for everybody, there area unit several 

security and privacy risk that might impede its 

wide adoption. the most concern is concerning 

whether or not the patients might really 

management the sharing of their sensitive personal 

health info (PHI), particularly after they area unit 

keep on a third-party server which individuals 

might not totally trust. On the one hand, though 

there exist tending rules like HIPAA that is 

recently amended to include business associates, 

cloud suppliers are sometimes not lined entities. 

On the opposite hand, thanks to the high price of 

the sensitive personal health data (PHI), the third- 

party storage servers are typically the targets of 

varied malicious behaviors which can cause 

exposure of the alphabetic character. 
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 Basically, the PHR owner herself ought to 

decide the way to inscribe her files and to permit 

that set of users to get access to every file. A PHR 

file ought to solely be offered to the users World 

Health Organization square measure given the 

corresponding cryptography key, whereas stay 

confidential to the remainder of users. More over, 

the patient shall forever retain the correct to not 

solely grant, however additionally revoke access 

privileges after they feel it's necessary but, the goal 

of patient-centric privacy is usually in conflict with 

measurability in an exceedingly PHR system. The 

licensed users might either got to access the PHR 

for private use or skilled functions. samples of the 

previous area unit loved one and friends, whereas 

the latter may be medical doctors, pharmacists, and 

researchers, etc. we tend to ask the 2 classes of 

users as personal and skilled users, severally. 

  The latter has probably massive scale; ought 

to every owner herself be directly chargeable for 

managing all the skilled users, she's going to 

simply be engulfed by the key management 

overhead.  additionally, since those users‟ access 

requests area unit typically unpredictable, it's 

troublesome for associate owner to work out a listing 

of them. On the opposite hand, totally different from 

the one information owner situation thought- about in 

most of the prevailing works in a very PHR system, 

there area unit multiple homeowners United Nations 

agency might cypher per their own ways that, 

presumably exploitation totally different sets of 

cryptologic keys. PHR among a group of users by 

encrypting the file underneath a group of attributes, 

while not the necessity to understand an entire list of 

users. However, to integrate ABE into a large- scale 

PHR system, vital problems like key management 

measurability, dynamic policy updates, and 

economical on- demand revocation square measure 

non-trivial to resolve, and stay mostly open up-to-

date. to the present finish, we have a tendency to 

build the subsequent main contributions: 

  We propose a unique ABE-based framework 

for patient- centric secure sharing of PHRs in cloud 

computing environments, underneath the multi-

owner settings. to deal with the key management 

challenges, we have a tendency to conceptually 

divide the users among the system into two types 

of domains, notably public and personal domains. 

specially, the bulk skilled users unit managed 

distributively by attribute authorities among the 

former, whereas each owner solely must manage 

the keys of atiny low vary of users in her personal 

domain. 

During this method, our framework will at the 

same time handle differing types of PHR 

applications‟ needs, whereas acquisition smallest 

key management the framework enforces write 

access management, handles dynamic policy 

updates, and provides break-glass access to PHRs 

under neathe mergence eventualities. specially, the 

bulk skilled users unit managed distributively by 

attribute authorities among the previous, whereas 

every owner solely must manage the keys of atiny 

low vary of users in her personal domain. 

During this methodology, our framework can at 

constant time handle differing kinds Of PHR 

sharing applications‟ desires, whereas acquisition 

smallest key management overhead for every 

owners and users among the system.  to boot, the     

framework enforces write access management,    

handles dynamic policy  updates,  and provides   

break-glass access to  PHRs  underneath mergence  

eventualities. Within the ownership, we've got an 

inclination to use multi-authority ABE (MA-ABE) 

to boost  the  security and avoid key agreement 

draw back. each attribute authority (AA) in it 

governs a disjoint set of user role attributes, 

whereas none of them alone is prepared to control    

the    security    of    the     entire system. we've got 

a   bent to enhance   MA-ABE by declarative 

Associate in Nursing economical and on- demand 

user/attribute revocation theme, and prove its 

security below customary security assumptions. 

throughout this suggests, patients have full 

privacy management over their PHRs. 

Compared with the preliminary version of this 

paper there are many main extra contributions: We 

clarify and extend our usage of MA-ABE within the 

property right, and formally show however and 

that varieties of user-defined file access policies 

are accomplished. We clarify the planned voidable 

MA-ABE theme, and supply a proper security 

proof for it. 

We carry out each real-world experiments and 

simulations to guage the performance of the 

planned resolution during this analysis paper. 
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EXISTING SYSTEM 

  In Existing system a PHR system model, there 

area unit multiple homeowners United Nations 

agency could cypher in line with their own ways 

that, probably exploitation totally different sets of 

cryptologic keys. holding every user acquire keys 

from each owner who’s PHR she needs to browse 

would limit the accessibility since patients don't 

seem to be perpetually on-line. another is to use a 

central authority (CA) to try and do the key 

management on behalf of all PHR homeowners, 

however this needs an excessive amount of trust on 

one authority (i.e., cause the key written agreement 

problem). 

 

PROPOSED SYSTEM 

  We endeavor to review the patient central, 

secure sharing of PHRs keep on semi-trusted 

servers, and concentrate on addressing the difficult 

and difficult key management problems. so as to 

guard the private health knowledge keep on a semi-

trusted server, we have a tendency to adopt 

attribute-based encoding (ABE) because the main 

encoding primitive. Using ABE, access policies 

area unit expressed supported the attributes of 

users or knowledge, that permits a patient to by 

selection share her PHR among a collection of 

users by encrypting the file beneath a collection of 

attributes, while not the requirement to grasp a 

whole list of users. The complexities per encoding, 

key generation and coding area unit solely linear 

with the quantity of attributes concerned. 

 

INPUT DESIGN 

  The input vogue is that the link between the 

data system and additionally the user. It includes 

the developing specification and procedures for 

knowledge preparation and steps square measure 

necessary to put human action knowledge in to a 

usable sort for method is also achieved by 

inspecting the computer to scan knowledge from a 

written or written material or it will occur by having 

folks keying the data directly into the system. The 

design of input focuses on dominant the number of 

input needed, dominant the errors, avoiding delay, 

avoiding additional steps and keeping the method 

easy. 

The input is intended in such how so it 

provides security and simple use with holding 

the privacy. 

Input style thought of the subsequent 

things: What knowledge ought to lean 

as input? 

 How the info ought to be organized or coded? 

 The dialog to guide the operational personnel 

in providing input. 

 Methods for getting ready input validations 

and steps to follow once error occur. 

 

OBJECTIVES 

 Input vogue is that the strategy of fixing a 

user- oriented description of the input into a 

computer-based system. This vogue is 

incredibly necessary to avoid errors among the 

information input methodology and show the 

correct direction to the management for getting 

correct information from the computerized 

system. 

  It's achieved by creating simple screens for the 

knowledge entry to handle large volume of 

data. The goal of arising with input is to create 

information entry easier and to be free from 

errors. the knowledge entry screen is supposed 

in such however that everyone the information 

manipulates are typically performed. It put 

together provides record viewing facilities. 

 .Once the knowledge is entered it'll check for 

its validity information are typically entered 

with the help of screens. applicable messages 

are provided as once needed so as that the user 

won't be in maize of instant. So the target of 

input vogue is to create associate input layout 

that's easy to follow. 

 

OUTPUT DESIGN 

  A quality output is one that meets the wants of 

the tip user and presents the information clearly. In 

any system results of method are communicated to 

the users and to different system through outputs. 

In output vogue it's determined but the information 

is to be displaced for immediate wish and put 

together the text output. it's the foremost very 
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important and direct offer information to the user. 

economical and intelligent output vogue improves 

the system’s relationship to help user decision- 

making. 

 Arising with laptop output should proceed in 

associate organized, well thought out manner; the 

correct output ought to be developed whereas 

guaranteeing that each output half is supposed so 

as that people will notice the system can use 

merely and effectively. once analysis vogue 

laptop output, they should confirm the precise 

output that's needed to meet the wants. 

 Select methods for presenting information. 

 Turn out document, report, or different formats 

that contain information created by the system. 

Projections of the  

 Future. 

 Signal necessary events, opportunities, 

problems, or warnings. 

 Trigger AN action. 

 Ensure AN action. 

 

 

SYSTEM STYLE 

 

 
 

Figure 1: knowledge multidimensional language 
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Figure 2: Use Case Diagram 

 

 

 
 

Figure 3: Class Diagram 
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Figure 4: Sequence Diagram 

 

 

 
 

Figure 5: Activity Diagram 
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SYSTEM STUDY 

Feasibility study 

  The practicability of the project is analyzed 

during this section and business proposal is place 

forth with a awfully general arrange for the project 

and a few price estimates. throughout system 

analysis the practicability study of the planned 

system is to be allotted. This can be to confirm that 

the planned system isn't a burden to the corporate. 

For practicability analysis, some understanding of 

the main necessities for the system is important. 

  Three key issues concerned within the 

practicability    analysis area unit 

 Economical practicability  

 Technical practicability  

 Social practicability 

Economical feasibleness 

This study is dole out to envision the economic 

impact that the system can wear the organization. 

the number of fund that the corporate will pour 

into the analysis and development of the system is 

restricted. The expenditures should be even. So the 

developed system moreover among the budget and 

this was achieved as a result of most of the 

technologies used area unit freely on the market. 

solely the made-to-order merchandise had to be 

purchased. 

Technical feasibleness 

This study is dole out to envision the technical 

feasibleness, that is, the technical needs of the 

system. Any system developed should not have a 

high demand on the on the market technical 

resources. this can result in high demands on the 

on the market technical resources. this can result in 

high demands being placed on the shopper. The 

developed system should have a modest demand, 

as solely token or null changes area unit needed for 

implementing this technique. 

Social feasibleness 

The facet of study is to visualize the extent of 

acceptance of the system by the user. This includes 

the method of coaching the user to use the system 

expeditiously. The user should not feel vulnerable 

by the system, instead should settle for it as a 

necessity. the extent of acceptance by the users 

only depends on the strategies that are used to 

teach the user regarding the system and to create 

him acquainted with it. His level of confidence 

should be raised in order that he's additionally 

ready to create some constructive criticism, that is 

welcome, as he's the ultimate user of the system. 

System testing 

The purpose of testing is to find errors. Testing 

is that the method of attempting to find each 

conceivable fault or weakness during a work 

product. It provides the way to ascertain the 

practicality of elements, sub assemblies, 

assemblies and/or a finished product. it's the 

method of sweat software system with the intent of 

making certain that the package meets its 

necessities Associate in Nursing user expectations 

and doesn't fail in an unacceptable manner. There 

are varied kinds of check. every check sort 

addresses a selected testing demand 

                   

TYPES OF TESTS  

Unit testing 

Unit checking involves the look of test cases 

that validate that the inner program logic is 

functioning properly, which program inputs 

manufacture valid outputs. All call branches and 

internal code flow ought to be valid. it's the testing 

of individual software system units of the appliance 

.it is done when the completion of a personal unit 

before integration. this is often a structural testing, 

that depends on information of its construction and 

is invasive. Unit checks perform basic tests at 

element level and test a selected business method, 

application, and/or system configuration. Unit tests 

make sure that every distinctive path of a business 

method performs accurately to the documented 

specifications and contains clearly outlined inputs 

and expected results. 

Integration testing 

Integration tests are designed to check 

integrated software package elements to see if they 

really run in concert program. Testing is event 

driven and is a lot of involved with the essential 

outcome of screens or fields. Integration tests 

demonstrate that though the elements were 
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separately satisfaction, as shown by with success 

unit testing, the mixture of elements is correct and 

consistent. Integration testing is specifically geared 

toward exposing the issues that arise from the 

mixture of elements 

Functional check 

Functional tests offer systematic 

demonstrations that functions tested are on the 

market as such that by the business and technical 

necessities, system documentation, and user 

manuals. 

Functional testing is focused on the subsequent items: 

Valid Input: known categories of valid input 

should be accepted. 

Invalid Input: known categories of invalid input 

should be rejected. 

Functions: known functions should be exercised. 

Output: known categories of application 

outputs should be exercised. 

Systems/Procedures: interfacing systems or 

procedures should be invoked. 

Organization and preparation of purposeful 

tests is   concentrated on necessities, key functions, 

or special check cases   

Additionally, systematic coverage relating 

establish Business method flows; knowledge fields, 

predefined processes, and serial processes should 

be thought of for testing. Before purposeful testing 

is complete, extra tests square measure known and 

also the effective price of current tests is set. 

System check 

System testing ensures that the whole 

integrated software meets necessities. It tests a 

configuration to confirm glorious and certain 

results. associate degree example of system 

checking is that the configuration orientating 

system integration test. System testing is 

predicated on method descriptions and flows, 

accenting pre-driven method links and integration 

points. 

White box testing 

White Box Testing could be a testing within 

which within which the software package tester 

has information of the inner workings, structure 

and language of the software package, or a 

minimum of its purpose. It won’t to check areas 

that can't be reached from a recorder level. 

Black box testing 

Black Box Testing is testing the software 

package with none information of the inner 

workings, structure or language of the module 

being tested. recorder tests, as most different kinds 

of tests, should be written from a definitive supply 

document, like specification or necessities 

document, like specification or necessities 

document. it's a checking within which the software 

package beneath test is treated, as a recorder you 

cannot “see” into it. The check provides inputs and 

responds to outputs while not considering however 

the software package works. 

Unit testing 

Unit checking is typically conducted as a part 

of a combined code and unit test section of the 

software system lifecycle, though it's not uncommon 

for committal to writing and unit testing to be 

conducted as 2 distinct phases. 

Test strategy and appproach 

Field testing will be performed manually and 

functional tests will be written in detail. 

Test objectives 

 All field entries must work properly. 

 Pages should be activated from the known link. 

 The entry screen, messages and responses should 

not be delayed. 

 Features to be tested: 

 Verify that the entries square measure of the right 

format 

 All links ought to take the user to the right 

page. 

 No duplicate entries ought to be allowed 

Integration testing 

  Software integration testing is that the 

progressive integration testing of 2 or a lot of 

integrated code parts on one platform to provide 

failures caused by interface defects. 

  The task of the mixing take a look at is to 

envision that parts or code applications, e.g. parts 

in a very computer code or – one boost up – code 
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applications at the corporate level – move while not 

error. 

  Test Results: All the test cases mentioned above 

passed successfully. No defects encountered. 

Acceptance testing 

  User Acceptance Testing may be a vital 

section of any project and needs important 

participation by the top user.  It conjointly ensures 

that the system meets the practical necessities. 

  Test Results: All the take a look at cases 

mentioned on top of passed with success. No 

defects encountered  

Implementation 

  Implementation is the stage of the project when 

the theoretical design is turned out into a working 

system. Thus it can be considered to be the most 

critical stage in achieving a successful new system 

and in giving the user, confidence that the new 

system will work and be effective. 

  The implementation stage involves careful 

planning, investigation of the existing system and 

it’s constraints on implementation, designing of 

methods to achieve changeover and evaluation of 

changeover methods. 

Modules               

 Registration 

 PHR Owner 

 Access control 

 Break-glass 

 

MODULE DISCRIPTION 

Registration 

  In this module traditional registration for the 

multiple users. There area unit multiple house 

owners, multiple AAs, and multiple users. The 

attribute hierarchy of files – leaf nodes is atomic 

file classes whereas internal nodes area unit 

compound classes. Dark boxes area unit the classes 

that a PSD‟s information reader has access to PUD 

- public domains PSD - personal domains AA - 

attribute authority MA-ABE - multi-authority ABE 

KP-ABE - key policy ABE 

Upload files 

  In this module, users upload their files with 

secure key probabilities. The owners upload ABE-

encrypted PHR files to the server. Each owner’s 

PHR file encrypted both under a certain finegrained 

model. 

Access control module 

  In this module ABE to comprehend fine-

grained access management for outsourced 

information particularly, there has been associate 

increasing interest in applying ABE to secure 

electronic attention records (EHRs). associate 

attribute-based infrastructure for EHR systems, 

wherever every patient’s EHR files square measure 

encrypted employing a broadcast variant of CP-

ABE that enables direct revocation. However, the 

cipher text length grows linearly with the quantity 

of unrevoked users. in an exceedingly variant of 

ABE that enables delegation of access rights is 

planned for encrypted EHRs applied cipher text 

policy ABE (CP-ABE) to manage the sharing of 

PHRs, and introduced the construct of 

social/professional domains investigated 

exploitation ABE to come up with self- protecting 

EMRs, which may either be keep on cloud servers 

or cell phones in order that EMR may well be 

accessed once the health supplier is offline. Access 

management has the login page for patients and 

doctor. They login on an individual basis to access 

their page. 

Setup key and discription 

  In this module the system initial defines a 

typical universe of knowledge attributes shared by 

each PSD, like “basic profile”, “medical history”, 

“allergies”, and “prescriptions”. Associate in 

Nursing emergency attribute is additionally 

outlined for break-glass access. 

  Each PHR owner’s client application 

generates its corresponding public/master keys. 

The public keys can bepublished via user’s profile 

in an internet aid social- network (HSN) 

There area unit 2 ways that for distributing secret keys. 

  First, once initial victimisation the PHR 

service, a PHR owner will specify the access 

privilege of an information reader in her PSD, and 

let her application generate and distribute   
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corresponding    key    to    the    latter, during a 

method resembling invites in GoogleDoc. 

  Second, a reader in PSD might get the key by 

causing letter of invitation (indicating that styles of 

files she needs to access) to the PHR owner via 

HSN, and also the owner can grant her a set of 

requested information sorts.  supported that, the 

policy engine of the applying mechanically derives 

associate access structure, and runs keygen of KP-

ABE to come up with the user secret key that 

embeds her access structure. 

Break glass module 

  In this module when an emergency happens, 

the regular access policies may no longer be 

applicable. To handle this situation, break-glass 

access is needed to access the victim’s PHR. In our 

framework, each owner’s PHR‟s access right is 

also delegated to an emergency department ED to 

prevent from abuse of break-glass option, the 

emergency staff needs to contact the ED to verify 

her identity and the emergency situation, and 

obtain temporary read keys. After the emergency is 

over, the patient can revoke the emergent access 

via the ED. 

RESULTS & CONCLUSION 

  In this analysis paper, we've planned a unique 

framework of secure sharing of private health 

records in cloud computing. Considering partly 

trustworthy cloud servers, we tend to argue that to 

totally notice the patient-centric conception, 

patients shall have complete management of their 

own privacy through encrypting their PHR files to 

permit fine- grained access. The framework 

addresses the distinctive challenges brought by 

multiple PHR homeowners and users, therein we 

tend to greatly cut back the complexness of key 

management whereas enhance the privacy 

guarantees compared with previous works. we tend 

to utilize ABE to encode the PHR information, so 

patients will permit access not solely by personal 

users, however additionally varied users from 

public domains with totally different skilled roles, 

qualifications and affiliations. moreover, we tend 

to enhance Associate in Nursing existing MA-ABE 

theme to handle economical and on-demand user 

revocation, and prove its security. Through 

implementation and simulation, we tend to show 

that our resolution is each scalable and economical. 
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