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ABSTRACT

Software Defined Networking is a new networking paradigm thus enabling new innovations in network
protocols and applications. Our new attacks are somewhat similar in spirit to spoofing attacks in legacy
networks however with significant differences in exploiting unique vulnerabilities how current Software
Defined Network operates differently from legacy networks. According to our study, all current major Software
Defined Network controllers we find in the market are affected i.e., they are subject to the Network Topology
Poisoning Attacks. We then investigate the mitigation methods against the Network Topology Poisoning
Attacks and present Tope Guard, a new security extension to SDN controllers, which provides automatic and
real-time detection of Network Topology Poisoning Attacks. Our evaluation on a prototype implementation of
Tope Guard in the Floodlight controller shows that the defense solution can effectively secure network
topology while introducing only a minor impact on normal operations of Open Flow controllers.

Keywords: IP Spoofing Attacks, Software Defined Network, Secure Computing Networks, Tope Guard.

INTRODUCTION The whole network-wide visibility is one of the
key innovations provided by Software Defined
Network compared to legacy networking
technologies. As a fundamental building block for
network management, the topology information is
adopted to most controller core services and upper-
layer apps, e.g., those related to packet routing,
mobility tracking, and network virtualization and
optimization.

However, if such fundamental network
topology information is poisoned, all the
dependent network services will become
immediately  affected, causing catastrophic
problems. For example, the routing services/apps
inside the Open Flow controller can be
manipulated to incur a black hole route or man-in-
the middle attack.

Residential broadband consumption is growing
rapidly, increasing the gap between Internet
service provider (Internet Service Provider) costs

Software-Defined Networking has emerged as a
new network paradigm to innovate the ossified
network infrastructure by separating the control
plane from the data plane (e.g., switches), as well
as providing holistic network visibility and flexible
programmability. As the brain of the network, a
SDN controller grants users a great tool to design
and control. The first two authors contribute
equally to the project. In real-world production
networks, SDN, particularly its popular realization
OpenFlowl, has been increasingly employed.
Many application scenarios have been studied and
deployed. Since the controller is the core of the
Software Defined Network architecture, if the Open
Flow controller suffers from any serious vulnerability
in its design/implementation. Identify the new attacks
that an attacker can exploit to poison the network
topology information in Open Flow networks.
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and revenues. Meanwhile, proliferation of Internet-
enabled devices is congesting access networks. In
this paper, we propose a new model content
provider explicitly signals fast lane and slow-lane
requirements to the Internet Service Provider on a
per-flow basis, using open APIs supported through
software defined networking (Software Defined
Network).

Our first contribution is to develop an
architecture that supports this model, presenting
arguments on why this benefits consumers (better
user experience), Internet Service Providers (two-
sided revenue), and content providers (fine-grained
control over peering arrangement). Our second
contribution is to evaluate our proposal using a
real trace of over 10 million flows to show that
video flow quality degradation can be nearly
cancelled by the use of dynamic fast-lanes, and
web-page load times can be improved by the use of
slow-lanes  for bulk transfers. Our third
contribution is to develop a fully functional
prototype of our system using open-source
Software Defined Network components (Open
flow switches and controller modules) and
instrumented  video/file-transfer ~ servers  to
demonstrate the feasibility and performance
benefits of our approach. Our proposal is a first
step to the long-term goal of realizing open and
access network service quality management that is
acceptable to users, Internet Service Providers, and
content providers alike.

FIXED-LINE Internet Service Providers (ISPs)
are increasingly confronting a business problem
residential data consumption continues to grow at
40% per annum, increasing the cost of the
infrastructure to transport the growing traffic
volume. However, revenues are growing at less than
four percent per annum, attributable mainly to “flat-
rate” pricing. To narrow this widening gap between
cost and revenue, Internet Service Providers have
attempted throttling selected services which sparked
public outcry (resulting in “net neutrality”
legislation), and now impose usage quotas, which can
stifle  delivery of innovative services. It is
increasingly  being recognized that ensuring
sustainable growth of the Internet ecosystem requires
a rethink of the business model, that allows Internet
Service Providers to exploit the service dimension to

differentiate their offerings and tap into new revenue
opportunities .[1-5]

PROBLEM DEFINITION

Several verification approaches were often used
to debug and check network invariants. Very Flow
presents a layer between the control plane and the
data plane that monitors network state updates and
verifies the violations of invariants dynamically at
real time. The previous introduces a real-time
network-wide policy checking tool using Header
Space Analysis (HSA).

In existing work uses model checking and
symbolic execution to find network software bugs
in Open Flow applications. This work approach for
testing the interoperability of Open Flow switches
with reference implementations. It designs and
presents the first machine-verified SDN controller
based on Net Core. It introduces a verification tool
that takes the software program of a data plane as
input and check target properties.

These verification solutions only verify the
logic correctness of the control plane and data
plane, however fail to locate the network topology
exploitations discussed in this project. One insight
behind Network Topology Poisoning Attacks
stems from the centralized network visibility that
Open Flow Controller offers to lessen onerous
network management tasks.  Unfortunately, our
study in this project shows that this function could be
exploited if not carefully designed, thereby incurring
serious security threats. [6-10]

SYSTEM ANALYSIS
Feasibility study

Preliminary investigation examine project
feasibility, the likelihood the system would be
useful to the organization. The objective of the
feasibility study was to test the Technical,
Operational and Economical feasibility for
including new modules and debugging old running
system. All system is feasible if they are unlimited
resources and many time. There are aspects in the
feasibility study portion of the investigation:

e Technical Feasibility
e Operation Feasibility
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e Economical Feasibility

Technical feasibility

The technical issue usually raised to during the
feasibility stage of the investigation includes the
following:

o Does the necessary technology exist do what is
suggested?

e Do the proposed equipment’s have the technical
capacity to hold the data required for use the new
system?

e Will the proposed system provide response to
inquiries, regardless of the number (or) location
of users?

e Can the system be upgraded is developed?

e Are there technical guarantees for accuracy,
reliability, ease of access and data security?

Earlier no system existed to cater to needs of

‘Secure Infrastructure Implementation System’.

The current system developed one is technically

feasible. It is a web based user interface for audit

workflow at DB2 Database. Thus it is provides an
easy access to the users. The database purpose was
to created, an establish and maintain a work among
various entities in order to facilitate all concerned
users in their various roles. Permission to the users
will be granted based on the roles specified.
Therefore, it provides the technical of accuracy,
reliability and security. The software and hard
requirements for the development of this project
are not many and are already available in-house at

Network Interface Card or are available as free as

open source. The work for the project is done with

the equipment and existing software technology.

Necessary bandwidth exists for providing a

feedback to the users irrespective of the number of

users using the system.

Operational feasibility

Proposed projects are beneficial only if they
can be turned out to information system. That will
meet the organization is operating requirements.
Operational feasibility aspects for the project are to
be taken as an important part of the project
implementation. Some of the important issues
raised is to test the operational feasibility of a
project includes the following: -

e Is there sufficient support is the management
from the users?

o Will the system be used and work properly if it is
developed and implemented?
o  Will there are any resistances from the user that
will undermine the possible application benefits?
This system is targeted to be accordance with
the above-mentioned issues. Beforehand, the
management issues and user requirements have
been taken to consideration. So there are no
questions of resistance from the users that can
undermine the possible application benefits.
The well-planned design will ensure the optimal
utilization of the computer resources and would help
in the improvement of performance status.

Economic feasibility

A system can be developed technically and
would be used if installed must still be a good
investment for the organization. In the economic
feasibility, the development cost is creating the
system is evaluated against the ultimate benefit
derived from the new systems. Financial benefits
must equal or exceed the costs.

The systems are economically feasible. It
doesn’t require any addition hardware or software.
Since the interface for this systems are developed
using the existing resources and technologies
available at Network Interface Card, There is
nominal expenditure and economic feasibility for
certain. [11-15]

EXISTING SYSTEM

In  Existing  System  Software-Defined
Networking (SDN) is a new programmable
network framework that decouples the control
plane from the data plane. An SDN application in
the control plane generates complicated network
functions such as computing a routing path,
monitoring network behavior, and managing
network access control.

PROPOSED SYSTEM

In order to mitigate such attacks, we investigate
Tope Guard (Topology Guard) possible defense
strategies. We note that it was difficult to simply
use static configuration to solve the problem
(similar to using static ARP entry for hosts or the
port security features for solved ARP poisoning
attacks), because it requires tedious and error-
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prone manual effort and is not suitable for
handling network dynamics, which is a valuable
innovation of SDN. To better balance the security
and usability, in this project, we propose Tope
Guard, a new security extension to the existing
Open Flow controllers to provide automatic and
real-time detection of network topology
exploitation.

By utilizing SDN-specific features, Tope Guard
checks precondition and post condition to verify
the legitimacy of host migration and switch port
property to prevent the Host Location Hijacking
Attack and the Link Fabrication Attack.

IP SPOOFING ATTACKS

In networking, Internet  Protocol Internet
Protocol spoofing is the creation of Internet
Protocol (IP) packets with a source Internet
Protocol address, for the purpose of another
computing system. The protocol specifies that each
Internet Protocol packet must have a header which
contains the IP address of the sender of the packet.
The source IP address is normally the address the
packet went sent from, but the sender's address in
the header can be altered, so the recipient it
appears that the packet came from another source.
The protocol requires that receiving computer to
send back a response to the source IP address, so
that spoofing was mainly use to when the sender
can anticipate the network response or doesn’t care
about the response. It may provide information on
the region, city and town when on the packet was
sent. It doesn’t provide information on the identity
of the sender or the computer being used.

EXPERIMENTAL SETUP

Programs have been written that execute the
functions of the network owner, user and sensor
node. To implement Tope guard SDN with the data
hash chain method. The following functionalities
are added to the user side program of Tope guard:
construction of data hash chain of a round of
dissemination data, generation of the signature
packet and all data packets. Based on the design of
Tope guard, SDN.

We implement the verification function for
signature and data packets based on the verify

function and Link Fabrication attack hash function.
Also, in our experiment, when a network user that
is laptop user disseminates data items, it first sends
them to the serial port of a specific sensor node in
the network which is referred to as repeater. Then,
the repeater carries out the dissemination on behalf
of the user using Tope guard SDN.

The following metrics are used to evaluate
Tope guard SDN; IP Attacks overhead, execution
time of spoofing operations and propagation delay,
and energy overhead. The IP Attacks overhead
measures the required data space in the
implementation. The propagation delay is defined
as the time from construction of a data hash chain
until the parameters on all users corresponding to a
round of disseminated data items are updated.
Secure data transmission is the need of the hour in
any wireless network due to the broadcasting
facilities used in such networks. Due to many special
features and constraints wireless sensor networks
differ in many ways from ad-hoc networks. Some of
the security goals to be achieved in general in
wireless sensor networks include: Confidentiality of
data, Integrity of data, Authentication for data,
Access control, Data availability, Non-repudiation,
Authorization Some of the specific security goals to
be achieved in WSN include: Efficiency, Scalability,
Freshness of data, Survivability of network, Forward
and backward secrecy of data When a dissemination
protocol is designed and developed to be used in
wireless sensor networks all these security issues
must be considered otherwise the attackers can easily
get into the system and steal out the critical data.
Security breaches in WSN are of various types and
their effect can be catastrophic in nature if not dealt
with carefully.

Wireless Sensor Networks are a wide and open
area in networking research, which is increasingly
being deployed for monitoring applications. This
are need for quick and efficient disseminating data
and code to users to reprogram to suite the current
needs of the application. This was achieved by
making use of data dissemination protocols.

It was administrated by the owner and
accessible by many users. The users are usually
resource constrained with respect to IP Attacks
space, computation capability, band-width, and
power supply. Thus, a sensor node can only
perform a limited number of public key spoofing
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operations during the lifetime of its battery. The
network users use to some mobiles to disseminate
data items into the network. The network owners
are responsible for generating keying materials. It

Networks users are assigned dissemination
privileges by the trusted authority in a PKI on
behalf of the network owner. However, the
network owner may be, for various reasons,

can be offline and it was assumed to be un impersonate network users to disseminate data
comprisable. items.

Table 4.1: Running Time for each phase of the basic protocol of Tope guard SDN (Except the sensor node
verification phase)

IP-Link The certificate generation
System .. . L
o Fabrication  (i.e., signing a 20 byte
Initialization
Attacks message)
Time(CPU = 1.8GHz) (us) 1608.0 1576.31 634.8
Time (CPU = 2.6 GHz (us) 1111.3 1092.12 435.4
Time (CPU = 3.1 GHz) (us) 931.1 915.18 372.3

Table 4.1 shows the execution times of some
important operations in Tope guard SDN. For
example, the execution times for the system
initialization phase and signing a random 20-byte
message (i.e., the output of proposed algorithm)
are 1.608 and 0.6348 MS on a 1.8-GHz Laptop PC,
respectively. Thus, if proposed Topogaurd SDN is
used, generating a user certificate or signing a
message takes 0.6348 MS on a 1.8-GHz Laptop
PC.

CONCLUSION

The Poisoning Network routing has been
developed in such a structured manner which is
reducing the traffic further development. The
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