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Electronic Health Record systems (EHR) is an emerging patient-centric model of
health information exchange, which is often outsourced to be stored at a third party,
such as cloud providers. Electronic Health Record systems (EHR) are increasingly
being deployed within healthcare institutions to reduce the problems and
limitations of the paper-based approach but its deployment has been slow due to
high investment and maintenance cost. Cloud Computing has been widely
recognized as the next generation’s computing infrastructure and it offers several
advantages to its users. In this study, an Enterprise Electronic Cloud-Based Health
Record System was designed, implemented and tested for recording, retrieving,
archiving and updating of patients and other medical records. The Cloud database
acts as the unified data bank for all the collaborating hospitals, the middleware
provides a common platform for all the EHR systems between remote hospitals
while an authentication server grants access to authorized users and denies
unauthorized users access to records or resources on the system. An e-web portal
serves as the front end of the system and it links the application with the cloud. We
Proposed Block Authentication Code Mechanism (BAC) techniques to encrypt
each patient’s EHR file. Different from previous works in secure data outsourcing,
we focus on the multiple data owner scenario, and divide the users in the PHR
system into multiple security domains that greatly reduces the key management
complexity for owners and users. A high degree of patient privacy is guaranteed
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simultaneously by exploiting multi-authority EHR. Our scheme also enables
dynamic modification of access policies or file attributes, supports efficient on-
demand user/attribute revocation and break-glass access under emergency
scenarios. Extensive analytical and experimental results are presented which show
the security, scalability and efficiency of our proposed scheme.

Keywords: Electronic Health Record systems (EHR), Block Authentication Code
Mechanism (BAC).

INTRODUCTION

Cloud storage has emerged as a promising solution for providing ubiquitous, convenient, and on-demand
accesses to large amounts of data shared over the Internet. Today, millions of users are sharing personal data,
such as photos and videos, with their friends through social network applications based on cloud storage on a
daily basis. Business users are also being attracted by cloud storage due to its numerous benefits, including lower
cost, greater agility, and better resource utilization.

Cloud computing is a recently evolved computing terminology or metaphor based on utility and
consumption of computing resources. Cloud computing involves deploying groups of remote servers and
software networks that allow centralized data storage and online access to computer services or resources.
Clouds can be classified as public, private or hybrid.

Cloud computing relies on sharing of resources to achieve coherence and economies of scale, similar to a
utility (like the electricity grid) over a network. At the foundation of cloud computing is the broader concept
of converged infrastructure and shared services. Cloud computing, or in simpler shorthand just "the cloud", also
focuses on maximizing the effectiveness of the shared resources. Cloud resources are usually not only shared by
multiple users but are also dynamically reallocated per demand. This can work for allocating resources to users.

For example, a cloud computer facility that serves European users during European business hours with a
specific application (e.g., email) may reallocate the same resources to serve North American users during North
America's business hours with a different application (e.g., a web server). This approach should maximize the use of
computing power thus reducing environmental damage as well since less power, air conditioning, rack space, etc. are
required for a variety of functions. With cloud computing, multiple users can access a single server to retrieve and
update their data without purchasing licenses for different applications.

EXISTING SYSTEM

The cloud computing paradigm brings many benefits, there are many unavoidable security problems
caused by its inherent characteristics such as the dynamic complexity of the cloud computing environment, the
openness of the cloud platform and the high concentration of resources. One of the important problems is how
to ensure the security of user data. Security problems, such as data security and privacy protection in cloud
computing, have become serious obstacles which, if not appropriately addressed. Secure sharing of data plays
an important role in cloud computing. Attribute-based access control can realize data confidentiality in the
untrusted environment of server-end, fine-grained access control and large-scale dynamic authorization which
are the difficult problems to solve the traditional access control.

DISADVANTAGES

Attribute-based access control can realize data confidentiality in the untrusted environment of server-
end, fine-grained access control and large-scale dynamic authorization which are the difficult problems to solve
the traditional access control.

PROPOSED SYSTEM

This project proposes a Block Authentication Code(BAC) Mechanism access control scheme with
constant-size ciphertext that can realize scalable, flexible, and fine-grained access control of outsourced data in
cloud computing. The proposed scheme adopts BAC with constant ciphertextsize and maintains the size of
ciphertext and the computation of bilinear pairing at a constant value, which improves the efficiency of the
system and reduces the extra overhead of space storage, data transmission and computation. Second, we design
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a hierarchical access control system. This system supports inheritance of authorization that reduces the burden
and risk in the case of single authority. Finally, we prove our scheme has indistinguishable security under an
adaptive chosen ciphertext attack and we analyze the performance of our scheme.

Advantages

. Shows our scheme has good adaptability and scalability in cloud computing.

e  Making the Block Authentication Code(BAC) simpler and more efficient along with making it evenmore
suitable for access control in a cloud environment.

SYSTEM SPECIFICATION

The purpose of system requirement specification is to produce the specification analysis of the task and
also to establish complete information about the requirement, behavior and other constraints such as functional
performance and so on. The goal of system requirement specification is to completely specify the technical
requirements for the product in a concise and unambiguous manner.

IMPLEMENTATION

Implementation is the stage of the project when the theoretical design is turned out into a working
system. Thus it can be considered to be the most critical stage in achieving a successful new system and in giving
the user, confidence that the new system will work and be effective.The implementation stage involves careful
planning, investigation of the existing system and it’s constraints on implementation, designing of methods to

achieve changeover and evaluation of changeover methods.

MODULES

A module is a part of a program. Programs are composed of one or more independently developed modules
that are not combined until the program is linked. A single module can contain one or several routines.
e  Data Owners

° Users

e  Key Authority

e  Key Authentication

®  Cloud Service Provider
METHOGOLOGY

It is the manager of cloud servers and also a semi-trusted entity which provides many services such as
data storage, computation and transmission.

ALGORTHM
BAC(BLOCK AUTHENTICATION CODE)ALGORTHM

(block[i — 1], k)
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To present our scheme, we use the following notations
1. The stream packets are clustered to blocks, denoted as block[i], with b packets in each block, where 0 < i

AN AW

<[total — packet — number /b]. Padding is used when necessary to generate the last block.

. The length (in terms of bits) of the BAC for each data block is n.

. A hash function, denoted as H(X), is a one-way hash, using an algorithm such as MDS5 or SHA.
. X, Y represents the concatenation of X with Y.

. A secret key k is only known to the communicating parties.

. The origin of the data stream can be identified by a flag, which is f bits, where 0 < f < n.

CONCLUSION

The proposed scheme adopts Block Authentication code Mechanism with constant-size ciphertext that

solves the problem oftheciphertext size depending linearly on the number of attributes. Our scheme can maintain
the size of ciphertext and the computation of encryption and decryption at a constant value. Therefore, the
scheme can improve the efficiency of the system. We have performed some numerical simulation and the testing
results are coincident with the theoretical analysis. In addition, we prove the scheme is of CCA2 security under
the decision-al g-Bilinear Diffie-Hellman Exponent assumption. Final-ly, we also demonstrate an application
model in a Hadoop distributed cloud environment. This shows our scheme has good adaptability and scalability
in cloud computing. In further research, we intend to focus on making the Block Authentication Code (BAC)
simpler and more efficient along with making it even more suitable for access control in a cloud environment.
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