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ABSTRACT

Distributed Denial of Service (DDoS) attack, which aims to make a service unavailable to legitimate clients, has become a severe
threat to the Internet security. Traditional DDoS attacks mainly abuse the network bandwidth around the Internet subsystems and
degrade the quality of service by generating congestions at the network. Consequently, several network-based defense methods have
tried to detect these attacks by controlling traffic volume or differentiating traffic patterns at the intermediate routers. However, with
the boost in network bandwidth and application service types, recently, the target of DDoS attacks has shifted from network to
server resources and application procedures themselves, forming a new application DDoS attack.

As stated in, by exploiting flaws in application design and implementation, application DDoS attacks exhibit three advantages over
traditional DDoS attacks which help evade normal detections: malicious traffic is always indistinguishable from normal traffic,
adopting automated script to avoid the need for a large amount of “zombie” machines or bandwidth to launch the attack, much
harder to be traced due to multiple redirections at proxies. According to these characteristics, the malicious traffic can be classified
into legitimate-like requests of two cases: 1) at a high inter arrival rate and 2) consuming more service resources.

The identification of attackers can be much faster if we can find them out by testing the clients in group instead of one by one. Thus,
the key problem is how to group clients and assign them to different server machines in a sophisticated way, so that if any server is
found under attack, we can immediately identify and filter the attackers out of its client set. Apparently, this problem resembles the
group testing (GT) theory Therefore; we apply GT theory to this network security issue and propose Modern Cracking algorithms
and protocols to achieve high detection performance in terms of short detection latency and low false positive/negative rate. Since
the detections are me rely based on the status of service resources usage of the victim servers, no individually signature-based
authentications or data classifications are required; thus, it may overcome the limitations of the current solutions.

Keywords: Algoritham

INTRODUCTION volumetric DDoS detection mechanisms. Third, they
resemble legitimate user traffic such as flash crowds, which
Distributed Denial of Service (DDoS) attacks using are sudden spikes in legitimate user traffic to a web server due
computationally intensive HTTP requests have emerged as a to a noteworthy event or sale.
serious threat to web applications in recent years. These Our contributions in this work are as follows:
attacks are called asymmetric Application Layer DDoS(AL- * We propose the use of an annotated Probabilistic Timed
DDoS) attacks and are capable of exhausting server resources Automata (PTA) to capture the behavioral dynamics of
using considerably fewer attack requests than other legitimate users accessing a web application.
application layer DDoS attacks. » We propose a mechanism to detect asymmetric AL-
In addition to their potency, Asymmetric DDoS attacks DDoS attacks by using cumulative suspicion score
possess certain features which make them extremely difficult assignment based on the annotated PTA.
to detect. First, they are executed using legitimate HTTP ) _
requests, which makes it impossible to detect these attacks by * We demonstrate that the proposed detection mechanism
inspecting individual requests. Second, they exhibit a very performs considerably well in detecting asymmetrical-
low attack bandwidth and thus, cannot be detected by existing DDosS attacks, and can be used effectively at real time.
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EXISTING SYSTEM

The demonstrate how lack of strong location authentication
allows creation of software-based Sybil devices that expose
crowd sourced map systems to a variety of security and
privacy attacks. This experiments show that a single Sybil
device with limited resources can cause havoc on Waze,
reporting false congestion and accidents and automatically
rerouting user traffic. More importantly, the describe
techniques to generate Sybil devices at scale, creating armies
of virtual vehicles capable of remotely tracking precise
movements for large user populations while avoiding
detection.

DIS ADVANTAGES

v’ Less security and privacy
v" Highly impact of the attacks

SYSTEM ARCHITECTURE

PROPOSED SYSTEM

The propose a new approach based on co-location edges,
authenticated records that attest to the one-time physical co
location of a pair of devices. Over time, co-location edges
combine to form large proximity graphs that attest to physical
interactions between devices, allowing scalable detection of
virtual vehicles. The demonstrate the efficacy of this
approach using large-scale simulations, and how they can be
used to dramatically reduce the impact of the attacks. They
have informed Waze/Google team of our research findings.
Currently, they are in active collaboration with Waze team to
improve the security and privacy of their system.

ADVANTAGES
v Improve security and privacy
v Reduce impact of the attacks
v/ Large proximity graphs
v' This approach using large-scale simulations
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SYSTEM DEVELOPMENT
MODULES

e Login Process Denial of Services.

e Group attacker modules.

e Group testing modules.

¢ Victim/Detection modules
MODULE DESCRIPTION
LOGIN PROCESS DENIAL OF SERVICES
It may be possible to overwhelm the login process by
continually sending login-requests that require the
presentation tier to access the authentication mechanism,
rendering it unavailable or unreasonably slow to respond.
When a user enters an incorrect username and/or password,
the application should respond with a generic error message
stating that the information entered was incorrect. If the
application explicitly states which component of the
username/password pair was incorrect then an attacker can
automate the process of trying common usernames from a
dictionary file in an attempt to enumerate the users of the
application. Whilst applications may handle authentication
failure messages correctly, many still allow attackers to
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enumerate users through the forgotten password feature.

GROUP ATTACKER MODULES

The maximum destruction caused by the attacks includes the
depletion of the application service resource at the server side,
the unavailability of service access to legitimate user, and
possible fatal system errors which require rebooting the
server for recovery. We assume that any malicious behaviors
can be discovered by monitoring the service resource usage,
based on dynamic value thresholds over the monitored
objects. Data manipulation and system intrusion are out of
this scope. That application interface presented by the servers
can be readily discovered and clients communicate with the
servers using HTTP/1.1 sessions on TCP connections.

We consider a case that each client provides a non spoofed
ID, which is utilized to identify the client during our detection
period. Despite that the application DDoS attack is difficult
to be traced; by identifying the IDs of attackers the firewall
can block the subsequent malicious requests. The attackers
are assumed to launch application service requests either at
high inter arrival rate or high workload, or even both. The
term “request” refers to either main request or embedded
request for HTTP page. Since the detection scheme proposed
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will be orthogonal to the session affinity, we do not consider
the repeated one-shot attack mentioned in. We further assume
that the number of attackers d << n where n is the total client
amount. This arises from the characteristics of this attack.
Due to the benefits of virtual server s we employee, this
constraint can be relaxed, but we keep it for the theoretical
analysis in the current work.

GROUP TESTING MODULES

The classic GT model consists of t pools and n items
(including at most d positive ones). This model can be
represented by a t _ n binary matrix M where rows represent
the pools and columns represent the items. An entry M[I, j]=
1 if and only if the I th pool contains the j th item; otherwise,
MII, j]= 0. The t-dimensional binary column vector V denotes
the test outcomes of these t pools, where 1-entry represents a
positive outcome and 0-entry represents a negative one. Note
that a positive outcome indicates that at least one positive
item exists within this pool; whereas negative one means that
all the items in the current pool are negative.

A detection model based on GT can be assume that there are
t virtual servers and n clients, among which d clients are
Binary testing matrix M and testing outcome vector V.
Attackers. Consider the matrix M t*n in Fig. 1, the clients can
be mapped into the columns and virtual servers into rows in
M, where M[I, j]= 1 if and only if the requests from client j
are distributed to virtual server i. With regard to the test
outcome column V, we have VJi]= 1 if and only if virtual
server i has received malicious requests from at least one
attacker, but we cannot identify the attackers at once unless
this virtual server is handling only one client. Otherwise, if V
Yi_ Y0, all the clients assigned to server | are legitimate. The
d attackers can then be captured by decoding the test outcome
vector V and the matrix M.

VICTIM/DETECTION MODULES

The victim model in our general framework consists of
multiple back-end servers, which can be Web/application
servers, database servers, and distributed file systems. We do
not take classic multitier Web servers as the model, since our
detection scheme is deployed directly on the victim tier and
identifies the attacks targeting at the same victim tier; thus,
multitier attacks should be separated into several classes to
utilize this detection scheme. We assume that all the back-end
servers provide multiple types of application services to
clients using HTTP/1.1 protocol on TCP connections.

Each back-end server is assumed to have the same amount of
resource. Moreover, the application services to clients are
provided by K virtual private servers (K is an input
parameter), which are embedded in the physical back-end
server machine and operating in parallel. Each virtual server
is assigned with equal amount of static service resources, e.g.,
CPU, storage, memory, and network bandwidth. The
operation of any virtual server will not affect the other virtual
servers in the same physical machine. There a sons for
utilizing virtual servers are twofold: first, each virtual server
can reboot independently, thus is feasible for recovery from
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We will continue to investigate the potentials of this scheme
and improve this proposed system to enhance the detection
efficiency.
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e More efficient d-disjunct matrix could dramatically
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