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ABSTRACT-:

Ranking fraud in the mobile Application
market refers to fraudulent or deceptive activities
which have a purpose of bumping up the
Applications in the popularity list. While the
importance of preventing ranking fraud has been
widely recognized, there is limited understanding
and research in this area. To this end, in this
paper, providing a holistic view of ranking fraud
and proposed a ranking fraud detection system
for mobile applications. Specifically, in this
proposed to accurately locate the ranking fraud
by mining the active periods. Furthermore,
investigating three types of evidences, i.e., ranking
based evidences, rating based evidences, and
review based evidences. In addition, we propose
an optimization based aggregation system with
real-world  Application, we validate the
effectiveness of the proposed system, and show the
scalability of the detection algorithm as well as
some regularity of ranking fraud activities.

Index Terms

Mobile Apps, ranking fraud detection,
evidence aggregation, historical ranking, rating
and review records.

1.INTRODUCTION
The extent of mobile Apps has
residential at an amazing rate in the course of
topical years .To fortify the improvement of
portable Apps, plentiful App stores dispatched

every day App leaderboards, which exhibit the
graph rankings of most prominent Apps. To be
sure, the App leaderboard is a standout amongst
the most necessary courses for advancing mobile
Apps. A elevated rank on the leaderboard more
often than not prompts limitless and million
dollars in income. App designers have a
propensity to investigate unusual routes.
2. IDENTIFYING LEADING SESSIONS
FOR MOBILE APPS

In this segment, we first extract leading
sessions for mobile Apps from their historical
ranking records by introducing  some
preliminaries

2.1 Preliminaries

The App leaderboard expose peak K
trendy Apps with respect to different kind, such
as “Top Free Apps” and “Top Paid Apps”.
Additionally, the leaderboard is frequently
renovate periodically (e.g., daily). Therefore,
each mobile App a has many historical ranking
records which can be denoted as a time string,
RaYafriy ... ... rfg, wherer; 2f1; .. . ;
K; plg is the ranking of a at time stamp t;; p1
means a is not ranked in the top K roll; n denotes
the number of all ranking records.
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Definition 1 (Leading Event).

Given a ranking threshold K- 2 %1; K&, a

leading event e of App a contains a time

range

Te Ya Yot®yan; tena& and resultant rankings of a,

which satis-fies s _ K= < g 1, and rgng _

K- < Penapr. Moreover, 8ty 2 8t tPendP, We

have r’y K-

Note that we pertain a ranking threshold

K- which is typically trivial than K here because
K may be awfully big (e.g., more than 1,000),
and the ranking records afar K- (e.g., 300) are
not very handy for detecting the ranking
manipulations.

Definition 2 (Leading Session).

A leading session s of App a contains a
time range Ts Y4 Y%t’gar; tene& and n closest
leading dealings fe;; . . . ; eng, which satisfies
oot Y4 oty tend Y2 tend” and there is no
supplementary leading session s- that makes Ts _
Ts_ .for the moment, 8i 2 %21; nb, we have
6testartipl _ teendip < f!

where f is a predefined time threshold
for enclosure leading events.

Definition 3 (Ranking Phases of a Leading
Event).

In clarity 3, DR is a ranking range to
decide the induction time and the end time of the
maintaining phase. t% and t°; are the first and last
time when the App is ranked into DR. It is
because an App, even with ranking abuse,
cannot constantly maintain the same peak
position

2.2 Mining Leading Sessions

The leading sessions of a mobile App embody
its periods of admiration, so the ranking
handling will only take place in these leading
sessions. Therefore, the dilemma of detecting
ranking fraud is to detect unreliable leading
sessions. Along this line, the first undertaking is
how to mine the leading sessions of a mobile
App from its historical ranking records.

3.Extracting Evidences for Ranking Fraud
Detection

In this section, we study how to dig out
and coalesce fraud evidences for ranking fraud
detection.

3.1 Leading session

Mining leading sessions has two types
of ranking regarding with mobile fraud apps.The
Apps historical ranking records, discovery of
leading events is done and then secondly
absorption of adjacent leading events is done
which appeared for constructing leading
sessions.  Certainly, some  unambiguous
algorithm is demonstrated from the pseudo code
of mining sessions of given mobile App and that
algorithm is able to categorize the certain
leading events and sessions by scanning
historical records one by one.

3.2 Ranking Based Evidences

A Leading session is unruffled of
several leading events. Therefore, we should
first scrutinize the basic characteristics of
leading events for extracting fraud evidences. By
analyzing the App’s historical ranking records,
we scrutinize that App’s ranking behaviors in a
leading event always gratify a specific ranking
pattern, which consists of three different ranking
phases, namely rising phase, maintaining phase
and recession phase. Specifically, in each
leading event, an App’s ranking first increases to
a peak position in the leader board (i.e., rising
phase), then keeps such peak position for a
period (i.e., maintaining phase), and finally
decreases till the end of the event (i.e., recession
phase).

3.3 Rating Based Evidences

The ranking based evidences are
constructive for ranking fraud detection.
However, sometimes, it is not ample to only use
ranking based evidences. Specifically, after an
App has been published, it can be rated by any
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abuser who downloaded it. Indeed, user rating is
one of the most important features of Apps
billboard. An App which has elevated rating
may attract more users to download and can also
be ranked prominent in the leader board. Thus,

rating exploitation is also an important
standpoint of ranking fraud.
3.4 Review Based Evidences

Further ratings, most of the App

provisions also allow users to write some textual
commentary as App reviews. Indeed, review
exploitation is one of the most important
perspectives of App ranking fraud. Specifically,
before downloading or purchasing a new mobile
App, users habitually firstly read its historical
reviews to ease their verdict making, and a
mobile App contains more positive reviews may
attract more users to download. Although some
previous works on review spam detection have
been reported in recent years, the problems of
detecting the local anomaly of reviews in the
leading sessions and capturing them as
evidences for ranking swindle revealing are still
under-explored.

3.5 Evidence Aggregation

After extracting three types of fraud
evidences, the next defy is how to combine them
for ranking fraud detection. undeniably, there
are many ranking and evidence aggregation
methods in the literature, such as incarnation
based models,score based models and Dempster-
Shafer rules. However, some of these methods
focus learning a global ranking for all
candidates. This is not apt for detecting ranking
fraud for new Apps. Other methods are based on
supervised learning techniques, which depend
on the labeled training data and are hard to be
demoralized. Instead, we intend an unsupervised
learning approach based on fraud similarity to
combine these evidences. The combined
evidences provides the best and the fraudulent
app minutiae.

Ranking
5 y

4. Different ranking phases of a leading event.

By analyzing the Apps’
ranking records, we observe that Apps’ ranking
behaviors in a leading event constantly satisfy a
specific ranking mold, which consists of three
different ranking phases, namely, rising phase,
maintain-ing phase and recession phase.
Specifically, in each leading event, an App’s
ranking first increases to a peak pose in the

leaderboard.
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(a) Example 1 (b) Example 2

Fig. 4a shows an exemplar of ranking
records from one of the reported mistrustful
Apps [5]. We can see that this App has
numerous impulsive leading events with high
ranking positions. In Distinction, the ranking
behaviors of a customary App’s leading event
may be utterly different. In fact, once a normal
App is ranked high in the leaderboard, it often
owns lots of honest fans and may attract more
and more users to download. Therefore, this App
will be ranked high in the leaderboard for a
extensive time. Based on the above discussion,
we propose some ranking based signatures of
leading sessions to assemble fraud evidences for
ranking fraud recognition.

pglly 5 5 poi il 5§
550 575 502 325 530 575 700 725 750
Date Indsx



697

5. Related Work

To recognize the ranking fraud from
numerous leading sessions, an instinctive
approach is residential termed as Evidence
Aggregation based Ranking Fraud Detection
(EA-RFD). predominantly, this approach is
denoted with score based aggregation (i.e.,
Principle 1) as EA-RFD-1, and approach with
rank based aggregation (i.e., Principle 2) as EA-
RFD-2, respectively. There exist a seven free
Apps which might grip in ranking fraud namely
as Tiny Pets, Social Girl, Fluff Friends, Crime
City, VIP Poker, Sweet Shop, Top Girl. So each
approach like EA-RFD1 and EA-RFD2 is
applied on these Apps to unearth the suspicious
Apps with high ranking. Since a good ranking
based recognition system is built to identify
fraud Apps from a given dataset of mobile Apps.
Top percentage position of each App in the
ranked list is notorious. The result of analyzing
clearly states that ranking based fraud evidences
is responsible for detecting chary Apps. It shows
the leading sessions in some Apps with high
ranking and several leading events. This efficacy
is validated from this approach.

6. Conclusion

This paper introduces a system which is
built up and it is essentially a positioning
extortion unearthing framework for mobile
Apps. Initially it is demonstrated that
positioning falsification happened in driving
sessions and gave a system to digging driving
sessions for each App from its chronicled
positioning  proceedings. In addition, a
inimitable model is proposed which is an
precision based total system to integrate every
one of the proofs for assessing the authority of
driving sessions from portable Apps. Later on,
to deliberate more viable distortion confirms and
dismember the idle relationship among rating,
survey and rankings is proposed . Amplification
positioning of  misrepresentation  locality
approach is performed with other convenient

App related administrations.
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