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ABSTRACT

Mobile ad hoc networks (MANETS) are a dynamic network in which the mobile node does not have
any infrastructure. Link breakages exist due to its high mobility of nodes which leads to frequent path failures
and route discoveries. The neighbor coverage and probabilistic mechanism significantly decreases the number
of retransmissions so as to reduce the routing overhead. Since security is also a challenging factor in adhoc
networks a concept of secured efficient routing is included with NCPR which enables a new trust approach
based on the extent of friendship between the nodes is proposed which makes the nodes to co-operate and
prevent flooding attacks in an ad hoc environment. All the nodes in an ad hoc network are categorized as
friends, acquaintances or strangers based on their relationships with their neighboring nodes. During network
initiation all nodes will be strangers to each other. A trust estimator is used in each node to evaluate the trust
level of its neighboring nodes. This approach combines the advantages of the neighbor coverage knowledge and
the probabilistic mechanism, which can significantly decrease the number of retransmissions so as to reduce the
routing overhead, and improve the security. Specifically, throughput and packet delivery ratio can be improved
significantly.
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INTRODUCTION comprehensively in MANETSs [9]-[12]. One issue

of these prevention-based approaches is that a
centralized key management infrastructure is
needed, which may not be realistic in distributed
networks such as MANETS. In MANETS, this is
especially true given the low secured routing
between mobile devices [14], [15]. Serving as the
second wall of protection, detection-based
approaches can effectively help identify malicious
activities [16]-[18].

With recent advances in wireless technologies
and mobile devices, Mobile Ad hoc Networks
(MANETS) [1], [2] have become popular as a key
communication technology in military tactical
environments such as  establishment  of
communication networks used to coordinate military
deployment among the soldiers, vehicles, and
operational command centers [3]. There are many
risks in military environments needed to be
considered seriously due to the distinctive features of
MANETS, including open wireless transmission
medium, nomadic and distributed nature, lack of
centralized infrastructure of security protection [4]-
[6]. Therefore, secured routing in tactical
MANETs is a challenging research topic

Although some excellent work has been done
on detection-based approaches based on trust in
MANETs, most of existing approaches do not
exploit direct and indirect observation (also called
secondhand information that is obtained from third
party nodes) at the same time to evaluate the trust
of an observed node. Moreover, indirect

There are two complementary classes of
approaches that can safeguard tactical MANETS:
prevention-based and detection- based approaches
[8]. Prevention-based approaches are studied

observation in most approaches is only used to
assess the reliability of nodes, which are not in the
range of the observer node [19] Therefore,
inaccurate trust values may be derived. In
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addition, most methods of trust evaluation from
direct observation [19], [20] do not differentiate
data packets and control packets. However, in
MANETSs, control packets usually are more
important than data packets.

In this paper, we interpret trust as the
degree of beliefthat a node performs as
expected. We also recognize un- certainty in trust

evaluation. Based on this interpretation, we propose
a trust management scheme to enhance the security
of MANETSs. The difference between our scheme
and existing schemes is that we use uncertain
reasoning to derive trust values. Uncertain
reasoning was initially proposed from the artificial
intelligence community to solve the problems in
expert systems, which have frequent counter-factual
results . The elasticity and flexibility of uncertain
reasoning make it successful in many fields, such as
expert systems, multi- agent systems, and data
fusion. The contributions of this paper are outlined
as follows:

We propose a unified trust management scheme that
enhances the security in MANETS using uncertain
reasoning. In the proposed scheme, the trust model
has two components: trust from direct observation
and trust from indirect observation. With direct
observation from an observer node, the trust value
is derived using Bayesian inference, which is a type
of uncertain reasoning when the full probability
model can be defined. On the other hand, with
indirect observation from neighbor nodes of the
observer node, the trust value is

derived using the Dempster-Shafer theory, which
is another type of uncertain reasoning when the

proposition of interest can be derived by an indirect
method.

The proposed scheme differentiates data packets
and control packets, and meanwhile excludes the
other causes that result in dropping packets, such as
unreliable  wireless connections and  buffer
overflows.

We evaluate the proposed scheme in a MANET
routing  protocol, the Neighbor coverage
probabilistic rebroadcast protocol, with the NS2
simulator. Extensive simulation results show the
effectiveness of the proposed scheme. Throughput
and packet delivery ratio can be improved
significantly, with slightly increased average end-
to-end delay and overhead of messages.

The remainder of this paper is organized as follows.
The trust model and its two components are
presented in Section IlI. Section Il depicts the
secure routing based on trust with direct observation
and indirect observation. Section IV describes the
performance and effectiveness of our scheme.
Finally, we conclude the work in Section V.

TRUST MODEL IN MANET

In this section, we describe the definition and
properties of trust in MANETs. Based on the
definition, we depict the trust model that is used to
formulate the trust between two nodes in MANETS,
and present a framework of the proposed scheme.
The main notations that are used in this paper are
summarized in Table I.

DEFINITION AND PROPERTIES OF
TRUST

Trust has different meanings in different disciplines
from psychology to economy [17]. The definition of
trust in MANETS is similar to the explanation in
sociology, where trust is interpreted as degrees of
the belief that a node in a network nodes may have
different trust values of the same observed node.
Dynamicity means that the trust of a node should be
changed depending on its behaviors. Non-
transitivity means that if node A trusts node B and
node B trusts node C, then node A does not
necessarily trust node C. Asymmetry means that if
node A trusts node B, then node B does not
necessarily trust node A.

TABLE |
MAIN NOTATIONS

NOTATION [ DEFINITION

Tas The trust value that node A give
node B
TSAB The trust value that node A

gives node B based on direct
observation of Node A

T aB The trust value that node A
gives node B based on indirect

observation of node A
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TDAB The trust value that node A
gives node B based on data
packets

TCAB The trust value that node A
gives node B based on control
packets

A The weight for the trust value
based on direct observation

P The weight for the trust value
based on data packets

r Punishment factor < 1

Context-dependency means that  trust
assessment commonly bases on the behaviors of
a node. Different aspects of actions can be
evaluated by different trust. For example, if a
node has less power, then it may not be able to
forward messages to its neighbors. In this
situation, the trust of power in this node will
decline, but the trust of security in this node will
not be changed due to its state. Reputation is
another important concept in trust evaluation.
Reputation reflects the public opinions from
members in a community. In MANETS,
reputation can be a collection of trust from
nodes in the network. Reputation is more global
than trust from the perspective of the whole
network .

neighbor based on its own opinion. Therefore,
the trust value is the expectation of a subjective
probability that a trust or uses to decide whether
or not a trustee is reliable. It is similar to first-
hand information defined by [19], [20].We

denote T S as a trust value from direct
observation and can be calculated by Bayesian
inference. If we only consider direct observation,
there would be prejudice in trust value
calculation. In order to obtain less biased trust
value, we also consider other observers’ opinions
in this paper. Although opinions of neighbors are
introduced in , the method that simply takes
arithmetic mean of all trust values is not
sufficient to reflect the real meaning of other
unreliable observers’ opinions because there are
two situations that may severely disturb the
effective evidence from neighbors: unreliable
neighbors and unreliable observation [19].
Unreliable neighbors themselves are suspects.
Even though neighbors are trustworthy, they may
also provide unreliable evidence due to
observation conditions. The Dempster-Shafer
theory is a good candidate to aid in this situation,
in which evidence is collected from neighbors
that may be unreliable. Therefore, We denote the
trust value derived from indirect observation.

T=ro+@-)TN, 1)

where A is a weight assigned to T S ,0<4<1.

TRUST MODEL

FRAMEWORK OF THE PROPOSED
SCHEME

Based on the definition and properties of
trust in MANETs, we evaluate trust in the
proposed scheme by a real number, T , with a
continuous value between 0 and 1. Although
trust and trustworthiness may be different in
contexts, in which the trust or needs to consider
risk [18], trust and trustworthiness are treated
the same for simplicity in the proposed scheme.

In this model, trust is made up of two
components: direct observation trust and indirect
observation trust. These components are similar
to those used in . In direction observation trust,
an observer estimates the trust of his one-hop

Based on the trust model, the framework
of the proposed scheme is shown in Fig. 1. In
the trust scheme component, the module of trust
evaluation and update can obtain evidence from
direct and indirect observation modules and then
utilize two approaches, Bayesian inference and
DST, to calculate and update the trust values.
Next, the trust values are stored in the module of
trust repository. Routing schemes in the
networking component can establish secure
routing paths between sources and destinations
based on the trust repository module. The
application component can send data through
secure routing paths.
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Fig 1. The Framework of the proposed scheme

The trust from direct observation between an
observer node A and an observed node B in this
trust scheme can be defined further as

s p D 1-p)T , )
Tag= T as+ AB

Where p(0< p<1) is the weight of the data
packet. TCAB is the trust value based on the
control packets.

SECURE ROUTING BASED ON
TRUST

The original NCPR does not provide security
measurements in the protocol. NCPR assumes that
every node are cooperative.This assumption is
inappropriate in military environment. Modification
of NCPR include the following :route selection
based on link metrics and trust value calculation
Link metrics information can be added to message
as Type Length Value(TLV)blocks.

Algorithm 1 depicts the details of each iteration.
Algorithm2 describes that an observer node collects
evidence from its one-hops neighbors

between the observer node and the observed

node. After T and T  are obtained, we can
get the total trust value of the observed node

by (1). In proactive routing protocols, such as
NCPR, an observer node can obtain the
information from its neighbor nodes periodically
by control messages

Compared to the existing NCPR scheme that uses
the shortest path based on hop count, we derive the
best routing path considering both trust values and
hop count. We use the Dijkstra’ algorithm to
calculate the best routing path. Since minimization
is used in the Dijkstra’ algorithm we need to
convert the trust value to untrustworthy value..

The trust values and routing table of each node can
be stored in the Trust Platform Module (TPM),
which provides additional security protection in
open environments with the combination of software
and hardware. Since the trust values in each node are
the key facilities to detect malicious nodes, the TPM
is able to provide effective protection to secure
routing to avoid malicious attacks by enemies in
battlefields.

Algorithm 1 Trust Calculation with Direct
Observation

1: if node A, which is an observer, finds that its
one-hop neighbor, Node B that is a trustee,
receives a packet then

2: the number of packets received increases one

3: if node A finds that node B forwards the
packet successfully then

4: the number of packets forwarded increases one

5. else

6: if TTL of the packet becomes zero or
overflow of buffers in node B or the state
of wireless connection of node B is bad
then

7: the number of packets received decreases one
8: end if

9: endif
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10: end if

11: calculate the trust value, T S

Algorithm 2 Trust calculation with
Indirect Observation

1. if node A which is an observer which has more
than one hop neighbors between it and the trustee,
node B then

N

2: calculates the trust value, T

3: else

N
4: setT to0

5:setltol
6: end if

SIMULATION RESULT AND
DISCUSSIONS

The proposed system is simulated on the NS2
platform with NCPR protocol .In the simulations the
effectiveness of the scheme is evaluated in an
insecure environment.

ENVIRONMENT SETTING

Nodes are placed randomly in the defined
area. Each scenario has a pair of nodes as the source
and destination with Constant Bit Rate. The
simulation parameters are listed in Table Il. In our
simulations, we assume that there are two types of
nodes in the network: normal nodes, which follow
the routing rules, and compromised nodes, which
drop or modify packets maliciously. We also assume
that the number of compromised nodes is minor
compared to the total number of nodes in the
network.

There are three performance metrics considered
in the simulations: 1) Packet delivery ratio (PDR)
is the ratio of the number of data packets received
by a destination node and the number of data
packets generated by a source node; 2)
Throughput is the total size of data

packets correctly received by a destination node
every second; 3) Message Overhead is the size of
Type Length Value (TLV) blocks in total
messages, which are used to carry trust values;

i)
e
0
=
L
¥
f

Fig 2.An example of network setup
TABLE Il
SIMULATION PARAMETER

PARAMETER VALUE
Application CBR
Protocol

Packet size 512 bytes

Routing Protocol NCPR

Data rate 2Mbps

Simulation area 200mx200m

Number of nodes 0-49

Simulation time 300s

The simulation parameters are listed in Table I1.
There are two types of nodes involved in
simulation: normal nodes that follow routing routes,
and compromised nodes ,which drop or modify
packets maliciously.

A. PERFORMANCE IMPROVEMENT

The NCPR protocol with trust management is
evaluated in the simulation,
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Fig 2.Packet Delivery Ratio versus the
number of nodes in the network

In Fig 2,we can see the proposed system packet
delivery ratio with trust based routing calculation.

When the number of malicious nodes increases
there will be drop in throughput. compared to the
proposed scheme the existing scheme has a very
low throughput even if the number of malicious
node is small.

Fig 3.Throughput versus the number of nodes
in the network

In Fig 3. throughput increases gradually. This
is because the higher speed of a node may
increase the probability of packets lost .Packet
drop remains constant in Fig 4
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Fig 4 Packet drop versus number of nodes

B. COST

The cost of security enhancement in N C P R
mainly includes the increased average end-to-end delay
and overhead of messages that are used to carry trust
values of nodes. Because trust values are embedded in
the HELLO messages and TC messages, there is no
more messages need to be sent. The overhead is not
very high. This is because, when the number of nodes
increases, the total message becomes large. Then the 12-
byte overhead is trivial compared to the size of
messages As the number of nodes increases, the routing
load of the existing and proposed schemes climb up due
to the nature of proactive routing protocol: periodical
generation of control messages in every node.

CONCLUSION AND FUTURE WORK

In this paper, we proposed a unified trust
management scheme that enhances the security of
MANETs. Using recent advances in uncertain
reasoning, Bayesian inference and Dempster-Shafer
theory, we evaluate the trust values of ob- served nodes
in MANETs. Misbehaviors such as dropping or
modifying packets can be detected in our scheme
through trust values by direct and indirect
observation. Nodes with low trust values will be
excluded by the routing algorithm. Therefore, secure
routing path can be established in  malicious

environments. Based on the proposed scheme, more
accurate trust can be obtained by considering different
types of packets, indirect observation from one-hop
neighbors and other important factors such as buffers of
queues and states of wireless connections, which may
cause dropping packets in friendly nodes. The results of
MANET routing scenario positively support
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the effectiveness and performance of our scheme, which
improves throughput and packet delivery ratio
considerably, with slightly increased average end-to-end
delay and overhead of messages. In our future work, we
will extend the proposed scheme to MANETSs with
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