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ABSTRACT

Cloud computing is one of the emerging technologies, that takes network users to the next level. Cloud
is a technology where resources are paid per usage rather than owned. One of the biggest challenges in this
technology is Security. Though users use service provider’s resources, there is a great level of reluctance from
users’ end because of significant security threats packed with this technology. Research in this core has provided
a number of solutions to overcome these security barriers; each of these has its own pros and cons. This paper
brings about a new model of a security system where in users are to provide multiple biometric finger prints
during enrolment for a service. These templates are stored at the cloud provider’s end. The users are
authenticated based on these finger print templates which have to be provided in the order of random numbers
that are generated every time. Both finger prints templates and images provided every time are encrypted for
enhanced security. When working with credit card transaction SSO solutions allow users to sign on only once
and have their identities automatically verified by each application or service they want to access afterwards.
We build on proxy signature schemes to introduce the public key cryptographic approach to single sign-on
frameworks, which represents an important milestone towards the construction of provably secure single sign-
on application for online transaction.
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INTRODUCTION BIOMETRICS AS
Cloud computing refers to an on-demand, self- AUTHENTICATION TOOL

service Internet infrastructure that enables users to Biometrics refers to the use of unique
access computing resources from anywhere and physiological ~characteristics to identify an
anytime. The services offered by a cloud can be individual. A number of biometric traits have been
categorized into Software as a Service, Platform as developed and are used to authenticate the person's
a Service, Infrastructure as a Service, and Storage identity. The idea is to use the special
as a Service and so on. Deployment of a cloud falls characteristics of a person to identify an individual.

into three kinds, viz. public, private and community
cloud. In a public cloud, resources are open to the
general public over the Internet. A private cloud
infrastructure is operated for a single organization.

The term “Biometrics” has come to be associated
with the automatic identification of a person based
on a feature or characteristic. These may be based

When the resources are shared among on either:
organizations with common concerns, then it o A physiological characteristic such as a
becomes a community cloud. In this paper, a new fingerprint or face.

security model has been proposed that uses
multiple finger prints combined with encryption
and random numbers as authentication tools with
SSO protocol.

e A behavioral characteristic such as a signature
or voice.
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In this paper fingerprint is wused for
authentication for credit card transcation with
additional extra feature for security.

Figure 1 : Fingerprint Extraction
PROCESS FLOW

The initial process is the bank gets the
fingerprint of the card holder to update and store in
their cloud database along with the credit card
account information, where this fingerprint image
is used for matching with the original fingerprint of
the card holder during the credit card usage. The
feature of the fingerprint is directly stored in the
database. The proposed method as shown in Fig. 1.
integrates the fingerprint scanner and the credit
card machine with the system of the vendor where
the software is hosted. The credit card is swiped in
the credit card machine and the card number is sent
as input whereby the fingerprint scanner scans the
fingerprint of the card holder and the image is sent
as input to the system of the vendor. With the given
number as input it is sent to the cloud database of
the bank via the bank server, where the respected
fingerprint image of the holder is retrieved and it is
sent back to the server. Then in the vendor system,
the holder is prompted to give his fingerprint in the
scanner which is then sent to the server for
comparison, if there is a match, the transaction is
continued else it is rejected.

CLOUD DATABASE

CREDIT CARD
TERMINAL

N w N
BANK BANK

' 1| SERVER 1‘ SERVER z/
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Figure 2: Flow diagram for user authentication

The  traditional  fingerprint  recognition
approaches are of two types: minutiae based
methods and image based methods. The minutiae
based methods use feature vectors extracted from
the finger prints and stored as set of points in the
multi dimensional plane. The feature vector may
contain feature of minutia point such as their
positions, orientations and types.

SSO PROTOCOL

Single sign-on solutions allow users to sign on
only once and have their identities automatically
verified by each application or service they want to
access afterwards. There are few practical and
secure single sign-on models, even though it is of
great importance to current distributed application
environments. We build on proxy signature
schemes to introduce the RSA public key
cryptographic  approach to  single sign-on
frameworks, which represents an important
milestone towards the construction of provably
secure single sign-on schemes. Our contribution is

two-fold, providing a framework that handles both
session state across multiple services and granular
access control. The intrinsic centralized access
control functionality adds no additional cost to the
single sign on protocol while providing an easy
way to manage access policies and user rights
revocation. Moreover, our approach significantly
improves  communication complexity by
eliminating any communication between services
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and identity providers during user identity and
access permission verification.

Most of current application architectures
require the user to memorize and utilize a different
set of credentials (e.g username/password or
tokens) for each application he/she wants to access.
In a single sign-on platform, the user performs a
single initial (or primary) sign-on to an identity
provider trusted by the applications he wants to
access. Later on, each time he wants to access an
application, it automatically verifies that he is
properly authenticated by the identity provider
without requiring any direct user interaction. Single
sign-on solutions eliminate the need for users to
repeatedly prove their identities to different
applications and hold different credentials for each
applications. Furthermore, a well designed and
implemented single sign-on solution significantly
reduces authentication infrastructure and identity
management complexity, consequently decreasing
costs while increasing security.

1. Requested URL Cookie?

2. Redirect to Auth Server - ?

7. Original URL Request + Cookie

N

‘ez
v

6. Cookie/Redirect to Orig Server

9. Web Page
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Repeat Process for Other Web Resources

Skip Steps 1= 6 for servers in same domain

3. Requested URL
5. Credentials

4. Authentication Screen

8. Cookie/Session Validation
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Figure 3 : Architecture of SSO PROTOCOL

MECHANISM AND SOLUTION

IMAGE ENCRYPTION

Encryption is the conversion of data into a form
that cannot be easily understood by unauthorized
people. Decryption is the process of converting
encrypted data back into its original form, so it can
be understood. For enhanced security, the biometric
images from both user’s end and service provider’s
end can be encrypted. By doing so, even if a hacker

gains access to an image, he may not be able to
decrypt it back to the original image, provided, the
underlying encryption algorithm is very complex to
decrypt. There are number of encryption algorithms
that are used for the finger print images. One such
algorithm is Elliptic encryption algorithm that is
adopted in this paper.

Finger prints
encrypied stored
@DB

> =2

Enrolls for a service Cloud service provider
rspg Vi finger prnts

Figure 4 : Image Encryption model

A general approach in a biometric system
is to store all captured biometric images in the
Enrolment phase, and authentication is done using
a matching process. This technique, undoubtedly
suffers from security weaknesses [3]. Vulnerable
storage may lead to an attacker stealing biometric
templates and impersonating the legitimate user.
The stolen biometric information may compromise
other systems [4]. A cloud private matching
algorithm is proposed in [5]. Two encrypted images
are compared under double encrypted conditions,
from the client and from cloud storage.

Several techniques have been proposed for
biometric template protection. Among them,
cancellable biometrics [6] is one such method. It
satisfies a double goal: (a) unrecoverability of the
original biometric data from the stored biometric
template and (b) issue of a new biometric template
when an existing template is compromised.

Multi finger security model is a technique
where users, during registration can register with
three finger templates of their choice and assign a
single digit number for each of these three fingers.
These recorded images are encrypted using
Elliptical algorithm and stored at the service
provider’s end. The encryption algorithm is applied
at three levels, viz.
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e Finger print images
e Three single digit numbers

e Mapping of these number to the images

The new model can be evaluated at three phases
namely

4.1.1. Enrollment phase
4.1.2. Access phase
4.1.3. Matching phase

finger prints, assigning single digit values

N
Enrollment phase- enrols with three
for each of three fingers

v

impressions in the order of random

o
Access phase- provides finger
number generated by a random number

7

provided finger prints, against the
random numbers and encrypted

"
[ Matching phase- Matches the user

Figure 5: Three Phases of Image Encryption

ENROLLMENT PHASE

When a user enrols for a service, he
registers with three finger traits of his choice. The
user then assigns three single digit numbers of his
choice. All the three inputs, finger print images,
three single digit numbers and mapping of humbers
to fingers are all encrypted and stored at the service
provider’s end.

Three fingers chosen
mumber assigned

Finger prints,

$ numbers, and DB

mapping

Cloud service provider

USER ).

Figure 6: Architecture for Enrollment phase

RSA ALGORITHM

Three digit chosen numbers are encrypted using
RSA algorithm. The RSA algorithm is as follows:

KEY GENERATION

Stepl: Choose two distinct prime numbers p and g.
Step2: Find n such that n = pg. n will be used as the
modulus for both the public and private keys.
Step3: Find the totient of n, ¢(n) ¢(n)=(p-1)(g-1).
Step4: Choose an e such that 1 < e < ¢(n), and such
that e and ¢(n) share no divisors other than 1 (e and
d(n) are relatively prime). e is kept as the public
key exponent.

Step5: Determine d (using modular arithmetic)
which satisfies the congruence relation de = 1 (mod
&(n)). In other words, pick d such that de - 1 can be
evenly divided by (p-1)(g-1), the totient, or ¢(n).
This is often computed using the Extended
Euclidean Algorithm, since e and ¢(n) are
relatively prime and d is to be the modular
multiplicative inverse of e. d is kept as the private
key exponent. The public key has modulus n and
the public (or encryption) exponent e. The private
key has modulus n and the private (or decryption)
exponent d, which is kept secret.

ENCRYPTION

Stepl: User transmits his/her public key (modulus
n and exponent €) to Cloud, keeping his private key
secret.

Step2: When Cloud sends a humber "M" to user, it
first converts M to an integer such that 0 <m < n
by using agreed upon reversible protocol known as
a padding scheme.

Step3: Cloud computes, with User's public key
information, the cipher text ¢ corresponding to ¢ =
me (mod n). Step4: Cloud now sends message "M"
in cipher text, or c, to user.

DECRYPTION

Stepl: User recovers m from c by using his private
key exponent, d, by the computation m = cd (mod
n).

Step2: Given m, User can recover the original
message "M" by reversing the padding scheme.

This procedure works since ¢ = me (mod n), cd
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=(me)d (mod n), cd = mde (mod n). By the
symmetry property of mods we have that mde =
mde (mod n). Since de = 1 + k¢(n), we can write
mde = ml + kd(n) (mod n), mde = m(mk)¢p(n)
(mod n), mde = m (mod n). From Euler's Theorem
and the Chinese Remainder Theorem, we can show
that this is true for all m and the original message
cd = m (mod n), is obtained. Thus these are existing
and proven algorithms that are employed in the
proposed security model.

ACCESS PHASE

When an access is made to the cloud, user
provides finger impressions of these three
registered finger prints. The order of the
impressions is based on three digit random
numbers generated.

RANDOM NUMBER GENERATION

The proposed security model has an edge
over other models that provide single finger print
system. The reason is that, once an intruder gains
access to a finger print template, he can claim to be
an authenticated user. But in a multiple finger print
system; even if an intruder manages to lacerate a
stored template, still number tagged to each of the
finger remains hidden. For authentication purpose,
a Random Number Generator (RNG) is used. RNG
generates a three digit random number (with
repetition) every 20th second. The three digits
constitute the numbers that are chosen by the user
during Enrolment phase. User now provides the
finger impressions in the order of the generated
random number.

MATCHING PHASE

In this phase, a legitimate user is validated and
an eavesdropper is invalidated. Even if the stored
templates are hacked, the order of providing the
impressions varies with the random number
generated. Thus by means of trial and error, if a
hacker tries with different permutations, access will
be denied after three consecutive wrong attempts.
The user has to re-set the numbering that was
earlier assigned. This phase also includes a method
of reassignment of a biometric template along with
numbers and mappings when the existing one,
assumed to be compromised after three consecutive
wrong attempts.

WORKING OF SSO

When input is given as three digit number and
the fingerprint is stored in database as a image

format. Both encryption and decryption is
performed while processing the account for
security purpose. In existing system when a user
login into the account and perform a single
transaction they will automatically logged out
based on time interval which cause a inconvenient
for accessing the account and become time
consuming due to poor internet connection. But in
proposed system using SSO protocol when a user
enters a ID and Password it will stored in they
cookie which will lead to redirect to the requested
page without delay.

CONCLUSION

In this paper using fingerprint and three
digit inputs provides high secured which become a
challenge for the hacker to break the code and also
SSO protocol provides easier and low time for
processing number of transaction in a single entry.
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