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ABSTRACT 

Cloud computing is now days everyone uses increasing trend in distributed computing environment changes. It 

contains disturbing storage and processing require tools are used cloud environment is portends a major 

universal moment changes. Instead of running program me by the computer’s hardware .the “cloud” is a term 

organizing metaphor for the internet hosted by everything. It works the la rgest group of interconnected 

individual desktop computers or network servers; they can be used public or private.  Cloud computing is a 

dynamical IT industry resource and remote provisioning scalable and measured documents and decentralized 

its resources. It represents by boundary of a cloud environment. It maintains documentation web- based 

architecture. Now days people from everywhere to access other people  anywhere. 

Cloud computing consists of different services providing. One of the Software as a Servic e(SaaS) has on many 

business orientated application as well as in our day to day life we can say that technology . Cloud computing 

is finding out since last few years internet based. It shared software and resources and information are 

available on demand device access in public it allows cost and complexity of service providers to access and 

operational costs. Any time users to access application tenuously. .on behalf of users, directly construct cloud 

service provided to software updates and cost of services. Etc. cloudprovides consumers integrity, availability, 

confidentiality, authenticity, and privacy importance of service. Another service is an Infrastructure as a 

Service (IaaS) is provides base layers where demands is very volatile-any time there significant spikes and 

thoughts in terms of demand on the infrastructure. Servers abase lays for many other models Platform as a 

Service (PaaS) clouds. Security of PaaS clouds forms multitenant architecture includes access control. It 

privacy protected together the service provides and user security problems. In this paper, we are going to some 

major issues of cloud security provide. 

Keywords: Cloud Computing, Deployment model, Service level management utility, Saas, Security issues 

keys, IaaS, PaaS, 

 

 

INTRODUCTION 

Cloud computing is a major broad range of 

service. It can significant of developments in 

technologies, many vendors in term of “cloud”. Is 

metaphor for internet .it consists of assembling 

desktop process and a personal computer or 

internet interconnected devices hosted? Since the 

cloud is a collection of services it consists 

organization select where, when and how can use 

cloud computing. Meaning of Cloud computing is 

a model for to make able convenient, on-request 

interconnected network access to a share pool 

configuration of its resources , documents, 

networks, servers, storage ,applications, and 

ISSN:2348-2079 



3185 
Venkatakoti R G et al., Inter. J. Int. Adv. & Res. In Engg. Comp., Vol.–07(02) 2019 [3184-3190] 

Copyrights © International Journal of Intellectual Advancements and Research in Engineering Computations, 

www.ijiarec.com 

services. That can be supported and released with 

least management interaction. The ability for end 

user to users to utilize part of the resources 

acquired quickly and easily. Cloud computing in 

order self service. The capability for an end user to 

sign up and receive services without late .the 

application service to end user internet. The cloud 

service termed as Software as a Service (SaaS), 

Platform as a Service (PaaS) and Infrastructure as 

a Service (IaaS).the cloud provider everywhere the 

software service mentioned to cloud service. for 

Example Microsoft Azure, Amazon and Google, 

IBM, Google Apps Engine Etc .it is Cloud is a 

pool of virtualized computer resource networks, it 

can host a different workload and its style back-

end jobs, interactive facing application workload 

with physical machines. It self recovery and highly 

scaled deployed workload and recovery from any 

software and hardware failures. It is real time to 

enable rebalancing of allocations [1-5]. 

Cloud infrastructure provides data owner 

outsources grade data to data centers is a cloud 

services provide. Example the online storage 

provides which not completed trusted by data 

owners. The graph as been considers the relation 

between entities. Increase organizational and 

schema less data. Personal social network (PSN). 

The protections of user confidentiality these 

delicate data have to be encrypted before expand to 

the cloud. Father more data shared among trusted 

partner all organization they attacks on cloud data 

providers. This paper discusses recommended to 

handle cloud security issues to solve before 

adopting cloud computing, the needs of 

administration strategy and good control 

governance, technology ,cloud computing 

strengths, faults, analyzes the profit and cloud 

computing information security management 

Example. By itself the infrastructure isn’t useful-it 

just sits there waiting for someone to make it 

provide a particular problem. Imagine the 

interstate transportation system in the Delhi. Even 

all roads are built, they couldn’t be useful without 

cars and buses and trucks to transport people and 

goods. In the correlation the roads are the 

infrastructure and the cars and buses and tracks are 

the platform that sits on top the infrastructure and 

transports goods and people. These goods and 

people are software and information in the 

technical [6]. 

The basically utility computing is consists of 

integrated and networking hardware and software 

and internet infrastructure is a platform service. It 

is working clients for network service. The 

platform service consists on-order self service it 

works anywhere, anytime and anyplace to access 

the service I provide for customers’ needs how 

mach want pay-use and elastic scale up and down 

in capacity and function to support enterprise, 

corporations and business markets to CRM , IBM 

Engine. The broadband networks support rapid 

elasticity, resource pooling measured services is 

providing it contains customers are order of 

marking the billing price supplied them [7]. 

Cloud Computing Characteristics 

A number of Characteristics consists of cloud 

data application services and infrastructure 

computing consists different 

 Pay-use-on demand self service-it is demand 

of market 

 Remotes hosted- is consists data are remote 

infrastructure 

 Ubiquitous – anywhere data is available 

 Commodity- it utility model similar to 

traditional data like gas and oil and electricity 

- you pay for what you would want! 

 Low cost Software 

 Geographic Distribution 

 Virtualization 

 Advance Security 

 Broad network access 

 Cloud Architecture and Deployment 

 

MODELS 

Cloud computing consists High performance 

networks and adv development of internet 

providers with Micro Soft, Sales force, Amazon, 

Yahoo, IBM, Google. High performance networks 

and set up of internet are the basis for cloud 

computing. It virtualization and on demand of self 

use delivery service [8-11]. 
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1. Fig: Cloud Architecture 
 

In the cloud computing stack, there are three 

basic layers create a cloud environment, there are 

a. Infrastructure as a Service (IaaS),b. Platform as 

a Service (PaaS) ,c. Software as a Service (SaaS) 

[12]. 

Infrastructure as a Service 

(IaaS) 

Infrastructure as a Service consists the delivers 

basic data storage and compute capabilities a 

consistent service over networks ,physical 

computing resources, location, scaling, security, 

backup data storage systems, severs, Switches, 

routers, and other systems are available to holder 

workload that range from application components 

of high performance a computing application than 

virtualization, because there is no hypervisor 

overhead. Customer can use either the internet or 

carrier cloud or wan connectivity. It virtualized 

servers is highly available demand market 

infrastructure cost maintained. Example Amazon, 

Xen, Oracle Virtual Box, etc [13]. 

Platform as a Service (PaaS) 

Platform as a Service consisting of software 

and make available service that can used to build 

platform services. There are latest provide services 

one of the PaaS provisional and second is a 

producer or consumer of a service. Some 

assimilation and data management providers have 

also enveloped specialized applications of PaaS as 

delivery models for data solutions. Examples 

include other service provide iPaaS (Integration 

Platform as a Service) and dPaaS (Data Platform 

as a Service) [14-16]. 

Someone producing PaaS potency produces a 

platform Operating system, middleware 

technologies, application software and even a 

development environment that is before provided 

customer as a service. Consumer created 

application programming language, services, and 

tools support by the provider, but they didn’t 

control or manage infrastructure include network, 

servers, Operating system, storage but has control 

over the deployed applications are supported 

confutation setting for hosting networking. 

Program language execution, database, and web 

server application developer can be run by the 

software solution cloud platform without the price 

and complication of ordering a maintain by 

software and hardware layers. PaaS offering a set 

of SunTm x VM hypervisor virtual machine that 

includes a NetBeansTm [17]. 

Integrated a sun Glassfish Tm Web stacks: 

The customer interacts by the platform through 

the API, the platform doesn’t manage and scale 

itself to special level service virtual supplication to 

apply to only API or GUI for configuration and 

deployed the service them. The business, 

commercial content management particular area 

software development and testing everywhere 

support PaaS include likes Google Apps Engine. 

Microsoft Azure etc automatically demands for 

computer resources it is real time [18-20]. 

Software as a Service (SaaS) 

Software as a Software consists the consumer it 

to use provider applications running on a cloud 

infrastructure. Cloud providers manage the 

infrastructure and platforms that run the 

applications the application access from the client 

device through either a thin client interface, as a 

web browser. The customer doesn’t manage all 
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servers, networks, Operating System storage 

service with possible application execution 

configuration settings. Software as a Service model 

is on – demand software is used priced on pay-per-

use as subscription fee. It uses software clients and 

operating applications in cloud users to virtual 

machines at runtime. It is user monthly or yearly 

flat per user prices becomes scalable and modified 

are added and removed at any point. The business 

point contact to reduce Information technologies, 

operational prices by outsourcing hardware and 

software support cloud provider maintained. 

Sometime add new updated software’s also install 

client’s users. Here apply two models one is 

mobile backend as a service and another server 

less computing. Ti provides API, SDK.’s, SNS, 

main one drawback of unauthorized access to the 

data this service. So secure help applies key 

management system support third party. Exam for 

CRM, Email, games, Communication, virtual 

desktop, etc. 

Deployment models 

 Private / Internal Cloud: 

Private Cloud is a cloud infrastructure 

operated by a single organization. It managed 

by internally or externally and hosted by a 

third party. It is run by self centers. 

 Public / External Cloud 

Public cloud is when the service is rendered 

over a network that is open public use; it may 

be a free service. It no trusted network, it 

providers like AWS, Microsoft and Google, 

Azure Express route its direct connect service 

Amazon Web Service. 

 Hybrid Cloud 

Hybrid Cloud is consists of a combination of 

private and public cloud. It depends on a 

number of factors data security and 

compliance requirements of control level over 

data. 

 Other Clouds: 

Community cloud b). Distributed cloud c) 

Intercloud d). Multicloud. 

 

THREATS NOW CLOUD 

COMPUTING 

Threats 

Cloud computing facing different security 

threats presently found in the existing platforms, 

data centers, internets in enterprises, networks. 

These threats risk problems come in many forms. 

The Cloud Security Alliance created by industry 

wide (Cloud computing Alliance 2016) did a 

research on the threats identified the following 

major threats 

 

 Attacks by other Consumer/customer 

 Shared new technologies Security 

Vulnerabilities 

 Application failures in provider Security 

 Insecure Interface and Application 

Programming Interfaces( APls ) 

 Advance persistent Threats(APTs) 

 Customer Account Traffic Hijacking& service 

 Data leakage / Loss 

 Availability and Reliability Service Issues 

 Weak Identity, Authorization and Access 

management 

 Malicious Insiders and Denial of Service 

 Legal & Regulatory Authority Service 

Security Issues 

 Abuse and Nefarious Use Of Cloud Services 

 Unknown Risk Profile & Customer Security 

systems integrating. 

 

CLOUD COMPUTATION 

IMPLEMENTATION 

Steps to Cloud Security 

Security Guidance for Critical Areas of Finding 

in Cloud Computing begins in April 2009. Started 

that .security risk and susceptibility in the 

enterprise cloud computing, a broad set of 

policies, technologies and mange set up protect 

data , application and exposed enterprises that 

want to ensure the cloud customers to evaluate the 

and manage the security risk and delivering 

support of following details blow 

 

 Problems understand: the cloud uniquely 

how to lose structure affects the security of 

data send into Consuming data in in-death 
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understanding how to transmit data in cloud 

computing. 

 On-demand transparency: the cloud 

provider can detail information its security 

and accept ensure effective governance of 

regular security audit, operational appraisal 

should from any independent body or 

centralized agency. 

 Internal security issues: the cloud provider 

internal security technologies and apply 

security firewall and authorized control 

access are very strong and very well through 

the cloud measure security. 

 Legal & Regulatory Service Issues 

implications: how to apply the Laws and 

regulation will affect what need into cloud 

security. 

 Pay terms in the cloud service agreement: 

the cloud observing any development or 

changes in the cloud technologies is updated 

practices impression of your manage data’s 

security service agreement. 

Information Security Principles 

It consists of security principles: Availability, 

Integrity, and Confidentiality 

 Availability: 

Any information must be available when it is 

needed.(stored & process the information) 

 Integrity: 

Maintaining and assuring the assuming 

data .it is message integrity in addition to data 

confidentiality. 

 Confidentiality: 

It is information is not made available to 

unauthorized individual process. 

 Client computing devices consist Integrity,

 confidentiality, and Availability: 

Identify Assets & Principles 

 Customer data consists Integrity, 

confidentiality, and Availability: 

 Customer Applications consists 

confidentiality, Integrity, and Availability: 

 

ISSUES OF SECURITY TO CLARIFY 

BEFORE & AFTER ADOPTING 

CLOUDCOMPUTING 

Now days the information technology, different 

companies observing research area and has 

identified some of the security issues that an 

enterprise cloud computing user discourse with 

computing providers (Edwards, April 2009) before 

approving 

 

 Local law & regulatory jurisdiction 

compliance. 

Create the customer service provides willing 

to audits internal or external security 

authorized certification submitted. 

 Data user Access: 

Major companies should demand and enforce 

their own ideas and principles following 

cloud environment. There can provide 

administrators and control information 

privileged access users. 

 Data isolate: realize what is done to isolate 

your data? Proved proof the encryption 

schemas are deployed and effective. 

 Data location: enterprise is support cloud 

computing provides store and process data are 

law and jurisdiction privacy rules and 

regulation applied. 

 Data trouble recovery: provider commitment 

of structure specific types of investigation, 

such as the research ideas and discovery 

phase of litigation and verify the complete 

support such activities previews days. 

 Trouble recovery verification: whether the 

data provider will be capable of storing your 

data and service. How much long time finds 

it? 

 Data service warranty: provider support 

recovery data would not your data back or fail 

it? It is not possible condition. Apply to rules 

and regulation agreement condition. It 

supports easy replacement of application 

applicable. 

 Lack of constrain 

 Lack of confidence 

 Multi-occupation problems 

 Risk management 
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SOLUTION OF SECURITY ISSUES 

Cloud Discovery key 

The Discovery key cloud security provides 

visible security and monitoring controls its 

security and data to enable to adopt the cloud 

protecting data complying government regulations. 

Clear Commitment 

Cloud provider consists of vendor clear. If 

vendor early closes the commitment, apply to 

enterprise can claim. 

Recovery Facilities 

Cloud vendors provide recovery facilities .so if 

data are lost because of certain issues, they can 

recovery and data can be managed. 

Infrastructure security 

cloud enterprise has infrastructure is enable to 

the software installation configuration of hardware 

components such as OS, firewall, routers, servers, 

services etc clients it prevents from cyber attacks. 

Data encryption security 

Cloud developers provide encrypted data for 

the security. IT leaders must approach key security 

components is needed. 

Authentication 

Cloud security provides user authentication for 

security. 

Authorized and authentication issues 

Clients provide security encrypt data that can 

authorize a person to access data authentication. 

Organization Cyber-Attacks 

Cloud security issues to control organization 

maintain cyber attacks observing government data 

servers hacking and unauthorized person’s 

leakage. 

 

CONCLUSION 

Cloud computing has a probable for time and 

cost saving to the enterprise risks are also large. 

Cloud computing technology as a gambit to cut 

costs and time and increase profitability security 

risk of cloud computing. It maintains risk security 

management is the risk more effectively from a 

integrate point. Cloud computing is a new portent 

is set of a reform we use the internet. New 

technologies at an expert rate, which development 

and human lives in case. It must be appreciated the 

security risks and challenges and exploiting 

technologies. In this paper cloud Security issues in 

service model of cloud environment are currently 

handled emphasize. Cloud computing has possible 

to become a treasure in energizing a secure, virtual 

and economically growth for IT solutions in the 

upcoming. We are finding many problems facing 

security issues try to solve. In our future work we 

will add the different cryptographic –algorithms 

and key-management authentications, Threat Data 

Protection, Cloud app, threat intelligence etc 

security in cloud computing. 
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