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ABSTRACT

Design of Internet of Things (IoT) is an emerging technique this is widely used to design energy-efficient and
secure 10T devices. For example, 10T devices such as Radio Frequency Identification (RFID) tags and Wireless
Sensor network Nodes (WSN) employ AES cryptographic module that are vulnerable to Differential Power
Analysis (DPA) attacks. As the technology scaled down, leakage power in the cryptographic device increases,
which increases their vulnerability to DPA attack but occupation of the device area minimized by the use of
FinFET technology. This paper presents a novel FinFET based Secure Adiabatic Logic (FinSAL) that is
energy-efficient and has more DPA-immunity. The proposed adiabatic FinSAL is used to construct that logic
gates such as buffers, XOR, and NAND. Hence the logic gates based on adiabatic FinSAL are used to design a
Positive Polarity Reed Muller (PPRM) architecture based S-box circuit. Then the designed circuit has been
simulated with SPICE simulations at 12 MHz and it will reflects that adiabatic FinSAL (20nm FinFET
technology) S-box circuit saves power up to 85% of energy per cycle as compared to the conventional S-box
circuit implemented using FinFET (20nm FIinFET technology). We proved that the FinSAL S-box circuit is
highly resistant to a DPA attack through a developed DPA attack flow applicable to SPICE simulations.
Further, the impacts of FinSAL on hardware security at different technology nodes of FinFETs (7nm, 10nm,
14nm, 16nm) are evaluated. From the simulation results, FinSAL gates at 14nm FinFET offer superior secur ity
with optimum power consumption, therefore is the best candidate to design low-power secure 10T devices.
Keywords: Differential Power Analysis (DPA), ECRL, 2N2N2P, PFAL, FinFETs, hardware security, low-
power, adiabatic logic, FinSAL, 10T device S-box circuit.

INTRODUCTION

The quality of life of individuals and societies
would improve with the emergence of Internet of
Things (1oT).loT has widespread applications in
the field of manufacturing, Automotive, medical,
communication, finance etc. [3]. 10T based devices
such as Radio Frequency ldentification (RFID)tags
and Wireless Sensor Nodes (WSN) are used to
store and communicate the secret or personal data
over the

Internet [4], [5].However, the secret or personal
information stored and communicated through
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these 10T based devices can be obtained through
the side-channel attacks [6]. Among the various
side-channel attacks reported in the literature,
Differential Power Analysis (DPA) attack is
considered to be one of the powerful side-channel
attacks to reveal the secret information from the
secure devices [7]. Various hardware related DPA
countermeasures have been developed over the
years [8]. But none of these countermeasures are
suitable to implement in devices where there is a
constraint on power consumption, [9].Adiabatic
logic [10] is one of the circuit design techniques to
design energy-efficient and secure hardware.
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Adiabatic logic is also used to design energy-
efficient Physical Uncountable Function (PUF)
[11]. A survey on DPA countermeasures has
concluded that adiabatic logic is one of the
promising techniques to design low-power and
secure hardware [8]. Further, the usefulness of
adiabatic logic circuits for low-power and DPA
resistant 10T devices is also established in a recent
research article on ”Ultralow power and the New
era of Not-So-VLSI” [12].With the emergence of
l0T, there is an urgent need to design low-power
and secure 10T devices. Improvement in the
security of these devices comes at the cost of
reduction in battery life. Battery life is considered
as an important parameter in the design of self-
powered 0T devices. Adiabatic logic is considered
to be an alternate way to design low-power and
DPA-resistant hardware. One of the main features
of adiabatic logic is that it can operate efficiently
at a frequency less than 1 GHz. Thus, adiabatic
logic can be used to design low-power and secure
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IoT based devices which operate at low
frequencies. For example, RFID operates at 13.56
MHz which is in the range where adiabatic circuits
can operate energy efficiently.

EXISTING TECHNIQUES
Adiabatic Logic

Adiabatic logic is a design methodology for
reversible logic in CMOS where the current flow
through the circuit is controlled such that the
energy dissipation due to switching and capacitor
dissipation is minimized. Adiabatic logic uses
power clocks to efficiently recycle the charge
stored in the load capacitor. Because of recycling
of charge, adiabatic logic has reduced dynamic
switching energy loss [2], Fig. 1 shows the
adiabatic  charging/discharging of the load
capacitors.
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Fig: 1 Structure of Adiabatic Logic

The energy dissipated in an adiabatic circuit
when considering the charge is supplied through a
constant current source is shown by,

ECRL

The Structure of ECRL illustrated in Fig 2.The
ECRL is the one of the technique for adiabatic

logic .it has two cross coupled PMOS transistor as
a latching elements. These two transistors named
as m1 and m2.then the input has been applied to
the n tree and the tree is connected with ground.
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Fig: 2 Structure of ECRL

2N2N2P

The Structure of 2N2N2P illustrated in
Fig.3.The 2N2N2P is the one of the technique for
adiabatic logic. it has two cross coupled PMOS
transistor and two cross coupled NMOS transistor

has two cross coupled PMOS transistor and two
cross coupled NMOS transistor as latching
elements. It has a latch element formed by two
cross-coupled inverters to store the output. Where
two n-trees are used to describes the logic
functions. This technique used to generates both

as a latching elements.

PFAL

The Structure of PFAL illustrated in Fig.4. The
PFAL is another technique for adiabatic logic. It

positive and negative output [13-15].
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Fig: 4 Structure of PFAL
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PROPOSED TECHNIQUE
FinFETsStructure

FinFET has a three dimensional structure which
has a thin silicon body perpendicular to the plane
of the wafer. The channel of the FIinFETs is
wrapped by the gate in all three directions. Then
three dimensional structures of the FinFETSs device
show in Fig.5. FinFETs offers strong gate control
over channels. Strong gate control over channels
reduces the short-channel effects, long channel

effects threshold current, and gate-dielectric
leakage current than MOSFETSs. Better gate
Front Gate
Fin\
Source

\

Oxide

control in FinFETs s over MOSFETSs results in
higher on-state current, lower leakage, and faster
switching speed. Multi-gate structure of FinFETS
allows for different working modes of FinFETSs.
There are two main working modes for FinFETs
are

Shorted-Gate (SG) mode

In the SG mode, double gate (back gate and
front gate) of the FinFET are tied together. FinFET
acts as a three terminal device in SG mode. Fig. 6a
shows the symbol of SG FinFETs

Drain

Poa

Back Gate

Fig: 5 Structure of FInFET

Independent-Gate (IG) mode

In the 1G mode, top part of the gate is removed
to form two independent gates. The front gate and
back gate are connected to two different inputs.
FIinFET acts as a four terminal device in IG mode.
The special case of IG mode to reduce the
threshold leakage is called as Low-Power (LP)
mode. Fig. 6b shows the symbol of IG FinFETSs

PROPOSED FINFET BASED SECURE
Adiabatic Logic (FINSAL)

The proposed novel logic structure is illustrated
in Fig .7 and Structure Analysis of proposed
FinSAL xor gateis shown in Fig.8.The working
principal of FiInSAL has a four phase of operation
such as, Wait phase, Evaluate phase, Hold phase,
and Recovery phase.

- -4

- -0

Fig: 6 a) Structure Shorted-Gate (SG) Mode; b) Independent-Gate (1G) Mode

WORKING PRINCIPLE

1).T1 (WAIT PHASE): In this phase, the
system power clock VCLK is stable at GND (logic

low level). The evaluation path signal is
established by M3 or M4 shown in Fig. 8. In this
case Fig. 9. Shows that signal slowly rises from 0
to Vg which leads transistor M3 to turn ON.
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During the discharge phase the signal high (V)
this leads to discharging the load capacitances
through M5 or M6. The redundant charge stored in
load capacitances is discharged to GND before the
logic function is evaluated. The evaluation of logic
function prevents the circuit from depending on
previous input data before discharging the load
capacitors occurs.

2).T2 (EVALUATE PHASE): In this phase,
DISCHARGE signal is stable at GND (logic low
level) which makes OFF M5 or M6. The system
power clock slowly rises from low to high level
(i.e.) 0 to V4g Which leads to current flow occurs at
evaluate transistors (M3 or M4). In this case Fig.9
when VCLK rises from 0 to Vg4, and the current
flow through M3 which leads to the output load
capacitor (OUT) to be charged.

3).T3 (HOLD PHASE): During the hold phase,
the current active input signal is slowly decrease to
0 levels (GND). The system power clock VCLK is
stable at high level (Vg44). Then output signal also
remains stable in this phase. In this case Fig. 9
shows that signal a slowly decreases from V44 to 0.

4).T4 (RECOVERY PHASE): During the
recovery phase, the power clock VCLK slowly
reduced from Vyq to 0. The current active output
discharges to a low level through M1 or M2. The
charge stored in the active output load capacitor is
discharged to VCLK through M1 or M2,
Consequently, charge recovery happens in every
clock cycle (T1-T4). Recovering the charge in
every clock cycle minimizes the energy lost. In
this case Fig. 9 charge stored in the output load
capacitor (OUT) is recovered back to VCLK
through transistor M1.

Fig: 7 Structure Analysis of proposed FinSAL

SIMULATION ANALYSIS

The simulated timing analysis of FinSAL
output is illustrated in Fig 9. Which has four phase
of operation such as T1, T2, T3, T4 and system
power clock VCLK, two input A, A bar, output of
FinSAL .According to the applied inputs
corresponding output has been varied. Simulated
analysis of signal to noise ratio vs. No of input of

FinSAL illustrated in Fig 10.Then the FinFETSs are
categorized as different technology such as 7nm,
10nmm, 14nm, 16nm, 20nm. Similarly Simulated
analysis of signal to noise ratio vs. frequency of
FinSAL illustrated in Fig 11 .Then the FinFETS are
categorized as different technology such as 7nm,
10nmm, 14nm, 16nm, 20nm.
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Fig: 10 Analysis SNR vs. No of input of FinSAL
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Fig: 11 Analysis SNR vs. frequency of FinSAL

The current consumption of conventional
FinSAL and current consumption of proposed
FinSAL illustrated in Fig 12 and Fig 13(a),
(b).Then graph has been plotted between currentvs.
time and Fig. 14 shows the energy consumed
during each period of the adiabatic FinSAL and
FinFET based conventional xor gate. The graph
has been plotted between energy vs time. The

Current (waA)
- mm R W
= = =5 R
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FInFET based conventional logic suffers from
dynamic power dissipation whenever there is an
input transition occurs. In the proposed adiabatic
FinSAL logic, there is a less non-adiabatic energy
loss during the reset of outputs. But the proposed
adiabatic FinSAL logic consumes less energy as
compared to the FinFET based conventional logic.

0 50 100

The current consumption of FinFET based xor
gate is not uniform due to that enormous amount
power has been dissipated .but the proposed
FinSAL based xor gate is uniform then problems
of the power dissipation has been removed by
equally sized FinFET transistor. The FinFET
technology has more intrinsic capacitance the
MOSFET technology.

CONCLUSION

The proposed design of energy efficient 10T
devices using FinFET based adiabatic logic have

150
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Fig: 12 Current Consumption of conventional

00 250 00

FinFET

been designed and simulated using the cadences
tools. This one of the dynamic power resistant
logic called as FinSAL. Signal to noise ratio vs. no
of input and signal to noise ratio vs. frequency has
been analyzed with various FinFET technology
such as  7nm,10nm,14nm,16nm,20nm. Then
compared with the different FinFET technology
14nm technology has provides higher security then
the other technology. The FinSAL has more power
resistant, high security, low power consumption,
FinSAL is mostly suitable for portable electronics
devices.
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Fig: 13 Current consumption of proposed FinSAL
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