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ABSTRACT

In this paper, we report on a new approach for enhancing security and privacy in certain RFID applications
whereby location or location-related information (such as speed) can serve as a legitimate access context. Examples
of these applications include access cards, toll cards, credit cards, and other payment tokens. We show that location
awareness can be used by both tags and back-end servers for defending against unauthorized reading and relay
attacks on RFID systems. On the tag side, we design a location-aware selective unlocking mechanism using which
tags can selectively respond to reader interrogations rather than doing so promiscuously. On the server side, we
design a location-aware secure transaction verification scheme that allows a bank server to decide whether to
approve or deny a payment transaction and detect a specific type of relay attack involving malicious readers. The
premise of our work is a current technological advancement that can enable RFID tags with low-cost location (GPS)
sensing capabilities. Unlike prior research on this subject, our defenses do not rely on auxiliary devices or require

any explicit user involvement

Index terms: RFID, GPS, Location aware selective unlocking, malicious readers.

I INTRODUCTION

The premise of the proposed work is based on
a current technological advancement that enables many
RFID tags with low-cost sensing capabilities.We report
on a new approach for enhancing security and privacy
in certain RFID applications where by location or
location-related information (such as speed) can serve
as a legitimate access context. Examples of these
applications include access cards, toll cards, credit
cards, and other payment tokens. We show that location
awareness can be used by both tags and back-end
servers for defending against unauthorized reading and
relay attacks on RFID systems. On the tag side, we
design a location-aware selective unlocking mechanism
using which tags can selectively respond to reader
interrogations rather than doing so promiscuously. On
the server side, we design a location-aware secure
transaction verification scheme that allows a bank
server to decide whether to approve or deny a payment
transaction and detect a specific type of relay attack
involving malicious readers. We show that location

information can be wused as a basis for secure
transaction verification to defend against the reader-
and-ghost attacks, a devastating relay attack against
mobile payment systems involving malicious readers.
This is based on a straightforward observation that,
under normal scenarios, both the legitimate tag and
legitimate reader are in close physical proximity, at
roughly the same location. Thus, if the two devices
indicate different physically disparate locations, a bank
server could detect the presence of a reader-and-ghost
attack. In Vibrate-to-Unlock, a user unlocks his/her
RFID tags by authenticating to these tags through a
vibrating phone. However, such an auxiliary device
(required by above schemes) may not be available at
the time of accessing RFID tags, and users may not be
willing to always carry these devices. The payment card
stores card details such as the credit card number, name
of the owner, and expiration date. It also stores a
symmetric key shared with its issuer bank.
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Il LITERATURE SURVEY

A SURVEY OF CONTEXT-AWARE MOBILE
COMPUTING RESEARCH

Two technologies allow users to move about
with computing power and network resources at hand:
portable computers and wireless communications.
Computers are shrinking; allowing many to be held by
hand despite impressive computing capabilities, while
the bandwidth of wireless links keep increasing. These
changes have increasingly enabled people to access
their personal information, corporate data, and public
resources “anytime, anywhere”. There are already many
wireless handheld computers available, running
different operating systems such as Palm OS, Microsoft
Pocket PC (Windows CE).

Wireless cellular networks. For example, Palm VII
automatically connects to the portal www.palm.net
whenever the embedded antenna is flipped on. There
are also several vendors making cellular modems that
snap on to a device’s serial port or into an expansion
port. Omnisky provides the cellular modem that outfits
the Palm V. Qualcomm integrates the Palm device and
cellular phone as a new product pd Smart Phone, while
Handspring has a cellular module to make their Palm
OS Visor a mobile phone too.

Wireless LAN networks. For example, the Symbol
PPT 2700 has an embedded Spectrum24® antenna that
supports the IEEE 802.11 airwave standard for wireless
communications and the ITU H.323 standard for
multimedia communications. There are also various
wireless LAN expansion modules supporting IEEE
802.11 and Open Aiir standards in the form of Compact
Flash, PCMCIA and Springboard cards available on
market.

Wireless PAN (Personal Area Network) or BAN
(Body Area Network). Wireless PAN or BAN allow
communication among devices within a personal
operating space, with typical characteristics such as
short range, low power, low cost, and small networks
with 8 to 16 nodes. Bluetooth is one of the promising
RF-based standards intended to replace the cable
between devices. There are already Bluetooth enabled
devices available, such as the Ericsson R520 mobile
phone. The IEEE 802.15 working group is also
developing Personal Area Network consensus standards
for short distance wireless network (WPAN). Of
course, the venerable IrDA standard allows line-of-
sight short-range IR communications.

DRAWBACKS

People want to access information anytime and
anywhere with the personal devices they carry all the
time. Traditional distributed systems that assume a
stationary execution environment are no longer suitable
for such extremely mobile scenarios. In light of this,
many mobile computing researchers have tried to shield
the mobility and make frequent disconnection
transparent to end users.

LOCATION AWARENESS: EXPLORING
SOCIAL COORDINATION

Mobile devices such as cellular telephones and
handheld computers are becoming increasingly
pervasive in our culture and society. For many, these
mobile devices are essential technologies that help
facilitate their social interactions. The size and form of
mobile devices allow them to accompany us throughout
our daily activities where our, as well as the
environment and people around us, change frequently.
Cellular telephones and handheld computers, once
separate devices, are merging into a single platform as
can be seen with today’s current iteration of smart
phones (e.g., Blackberry, and Audiovox SMT5600).
These smart phones integrate mobile communication
with lightweight computation and provide wireless
connectivity using 802.11 and Bluetooth. Bluetooth and
802.11 enable a smart phone to connect with wireless
networks and other independent technologies (e.g., a
global positioning system (GPS) receiver, a desktop
computer, and other smart phones). Harnessing
information from many sources and combining it
creates exciting new opportunities for applications and
expands the usefulness of our independent mobile
devices by combining their benefits. For example,
combining GPS and wireless connectivity using a smart
phone opens opportunities for smart phone applications
to facilitate social coordination. GPS can provide
location information to the smart phone that can be
annotated on a virtual map and displayed on the screen
for the user. The location of this smart phone can then
be communicated wirelessly to other smart phone users
within the user’s social group, providing everyone
within the social group an awareness of each others’
locations. The location information can then be used to
facilitate coordinating activities, such as meeting up at
the bar later in the evening for a drink. The use of
location awareness information on mobile devices has
been shown to be useful for social engagement. using
Active Campus and with the popularity of
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Dodgeball.com (a commercial mobile  social
application). Depending on usage, availability of input
techniques, and the task to be completed, location
information can be presented, interpreted, and used in a
variety of ways. Colbert showed that mobile telephones
were the preferred communication medium for people
during a rendezvous. However, the exchange of
contextual information such as location can be difficult
to convey accurately through dialog. The verbal
exchange of location, instructions, and intentions
between coordinating people can be ambiguous,
misinterpreted, and misunderstood. As mobile
telephony hardware  evolves, location-aware
applications can be developed to augment verbal
communication to facilitate the exchange and
understanding of location.

DRAWBACKS

Mobile devices are extremely constrained in
terms of how much information they can display and
the complexity of the presentation. It is critical that
effective use is made of the available display space,
showing only relevant information, appropriately
presented, and filtering out information irrelevant to the
current task. Equally constrained by device size and
mobility is interaction with the mobile device. A small
screen has small input widgets that can be difficult to
select, particularly given a high level of mobility. For
example, imagine rushing across campus to a meeting
for which you are late and that is located in an
unfamiliar location. It would be difficult to interact with
your mobile telephone, selecting widgets and
navigating menus and still be aware of your
surroundings.

SIMULTANEOUS PLAN RECOGNITION AND

MONITORING (SPRAM) FOR ROBOT
ASSISTANTS
Service robots that work in  human

environments should carry out tasks that their human
supervisors are not able to do or do not want to do and
assist the human with tasks that cannot be done alone.
While a useful service robot will probably very often
receive explicit instructions by the human, an efficient
robot will also sometimes have to make decisions on its
own while being aware of the current state of the
human. Consider for example a cleaning robot that is
supposed to clean the apartment. Having detected that
the human had breakfast and went to work but probably
didn’t clean the table, the robot should start to clean the

table and maybe even start vacuuming the flat. On the
other hand, vacuuming the living room while the
human is sitting on the sofa watching TV or sleeping
may not be a very good idea. For a robot to be this
situation aware, it must have knowledge about the tasks
and activities of its human partner. Thus a model about
currently and also previously executed activities of the
human is essential for service robots that are efficient
helpers in human homes. But unless your apartment is
equipped with a lot of sensors, it will not be possible for
a robot to observe all actions of the human at every
time. Therefore, it makes sense to maintain a
probabilistic model of human activities that relies on
only partial observations of the human position and
actions. The robot will have to deal with high
uncertainties regarding the estimation of the current
activity of the human partner and in many cases it may
not be possible for it to exactly know what the human is
doing. This is why we propose the idea of Simultaneous
Plan Recognition and Monitoring (SPRAM) that
enables us to use (partial) observations of the human to
maintain a probabilistic model about several human
activities and their state of execution. This has the
advantage that even if we are not sure about which
activity we are observing, we can still draw conclusions
about the human intentions and reacts adequately.
Imagine, for example, a household robot that is
observing a human in a Kkitchen during his daily
morning routine. Even if the robot is not sure if the
human is preparing

Cereals, curd-cheese or bread for breakfast, it could still
infer that the human is preparing a meal, which has the
consequence that the table has to be cleaned afterwards.

DRAWBACKS

Thus, the knowledge about human task
performance becomes an inevitable part of a robotic
system that is aimed to work together with humans in
human centered environments like a household. But
high uncertainties within the robots sensors as well as
unpredictable behavior of humans and partial
occlusions usually make it hard to achieve certainty
about human task execution.

MONITORING QUANTITY AND QUALITY OF
SLEEPING USING WISPS

Inadequate and irregular sleeping is a major
health issue for the elderly. It is often closely related to
many serious diseases like cardio-vascular diseases,
diabetes, depression and obesity. Therefore it is very
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important to recognize sleeping disorders as early as
possible for proper diagnosis and treatment of the
original disease. Existing sleeping monitoring solutions
require wearable devices like Philips Active watch that
are expensive and also need user interaction. The
mattress on a bed with WISP tags that report
acceleration and temperature values to the home
computer. Based on these reports we infer whether the
bed is currently occupied or not and whether an
individual is sleeping or just lying on the bed. Also
utilize reports from other in-home motion sensors to
improve the accuracy of our inference. Our goal is to
learn the regular sleeping pattern of an individual
during training phase and later analyze the collected
data online and provide feedback to him or a health care
provider if there is significant irregularity in sleeping.
Results from our initial experiments show that the
accelerometer readings successfully detect bed
occupancy and movements on the bed during sleeping.
DRAWBACKS

WISP tags are that they need to place within 1-
2 meters of the reader. To meet the read-range
requirement and to keep the equipment away from
obstructing a resident’s movement, attach tags to the
mattress and place the reader below or beside the bed.

PLACE-ITS: ASTUDY OF LOCATION-BASED
REMINDERS ON MOBILE PHONES

Every day people use special messages in
order to help us remember future tasks. These
messages, known as reminders, take many forms, such
as post-it notes, emailing one, to-do lists, and electronic
calendar alerts. For example, a student may send
himself an email to remind himself to bring a book for
class the next day. Reminders can be more helpful
when rich contextual information is used to present
them at appropriate times in appropriate places. A
grocery list reminder is more helpful while passing the
supermarket en route home from work, rather than
while at work or after getting home. Several context-
aware systems have prototyped reminder applications
but the evaluation of applications built on these systems
has only been conducted in limited areas. In a recent
pilot study on location-based reminders, we found that
the reminders that people wanted extend beyond life in
the research lab into all aspects of their personal lives.
In particular, people often set reminders because the
current context, both physical and social, prohibited
completing the activity at the time. Therefore, our
ability to understand the role of contextual reminders in

a per son’s natural setting depends on a ubiquitous
system being available consistently in a person’s life. A
compelling platform for pervasively deploying context-
aware reminders is mobile phones. Mobile phones with
location-sensing capabilities are becoming state of the
art, and several location-aware applications are
available for use. The ubiquity of mobile phone
networks enables pervasive location sensing; while the
always-carried and always-on nature of phones means
that reminder creation and notification are permanently
available to users. These factors allow a reminder
system to be omnipresent in the everyday life of a user.
In addition, reminder notifications on mobile phones do
not require any extra hardware, and gives people a
familiar device for in situation interaction. These
technical and social limitations motivate the focus on
location as a context cue. Recent advances in
computing and location-sensing technologies are
enabling high coverage location-sensing opportunities
to use in building location aware applications. Most of
these systems require some initial configuration, but
can then provide pervasive location sensing throughout
a person’s daily life. Using one’s location to trigger
reminders is a potentially valuable piece of context that
can improve the way people use reminders. Our aim is
to find how location-based reminders are used when
available throughout a person’s day. Of course there are
types of reminders in which location is not useful, but
our focus is on those that could benefit from the
additional location information. How and why does
location figure into the relevance of a reminder for a
person? How important is positional accuracy and
timeliness to the usefulness of location-based
reminders? In the following sections we describe the
design, implementation, and deployment of a location-
based reminder application, named Place-Its, for mobile
phones. This simple application, with the mobile phone
as a platform, permitted the integration of location-
based reminders into peoples’ daily practice. We then
report on a 10-person user study involving Place-Its
over a two week period. The study participants found
location-based reminders to be useful, despite relatively
low location accuracy. In particular, participants found
value in having the application always naturally on
hand for posting and receiving reminders, along with
pervasive location sensing. Also, the participants used
location-based reminders in numerous ways, including
several in which the location served as a convenient
proxy for other kinds of context.
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DRAWBACKS

The suitability for phone-based context-aware
reminders is unclear. The sensing capabilities of phones
are limited in the types of context and their accuracy of
sensing. The limited input capabilities of mobile
phones, combined with the tendency towards use while
committed to another task, suggests a simplistic user
interface that permits posting a reminder in a few key-
presses.

111 CONCLUSION

In this paper, we reported a new approach to
defend against unauthorized reading and relay attacks
in some RFID applications whereby location can be
used as a valid context. We argued the feasibility of our
approach in terms of both technical and economical
aspects. Using location and derived speed information,
we designed locationaware selective unlocking
mechanisms and a locationaware transaction
verification mechanism. For collecting this information,
we made use of the GPS infrastructure. To demonstrate
the feasibility of our location-aware defense
mechanisms, we integrated a low-cost GPS receiver
with a RFID tag (the Intel’s WISP) and conducted
relevant experiments to acquire location and speed
information from GPS readings. Our results show that it
is possible to measure location and speed with high
accuracies even on a constrained GPS-enabled
platform, and that our locationaware defenses are quite
useful in significantly raising the bar against the reader-
and-leech attacks. As an immediate avenue for further
work, we intend to further optimize and fine-tune our
location detection algorithms for better efficiency on
resource-constrained RFID platforms and improved
tolerance to errors whenever applicable. Additionally,
we are exploring the use of ambient sensors to
determine proximity based on location-specific sensor
information for the second security primitive secure
transaction verification. We will also evaluate the
promising of proposed techniques by means of usability
studies.
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